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Republic of Iraq - Ministry of Higher Education and Scientific Research

Al-Karkh University of Science

Bachelor's degree in Cybersecurity Engineering (First cycle)

Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 25hr

Program Curriculum (2025 - 2026)
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Semester

Semester

Two

Semester

Three

Semester

Four

No.
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No.

1
2
3
4
5
6
7

No.
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Module Code

KUS11001
KUS11002
KUS11003
CEN11004
CEN11005
CYE11006
CYE11007

Module Code

CYE12008
CYE11009
KUS12010
KUS12011
CYE12012
CYE11014
CYE11015

Module Code

KUS23016

KUS24021

Module Code

KUS24020

KUS24022

Module Name in English

Mathematics |

Fundamental of computer science
Democracy and Human Rights
Engineering Drawing

Physics

Biology

Digital Logic Design

Module Name in English

Mathematics II

Networks Fundamentals
Arabic Language |

English Language |
Electrical Circuits Analysis
Cybersecurity Fundamentals
Computer Programming

Module Name in English

Crimes of Baath Regime in Iraq
Engineering Mathematics |
Probability and Statistics
Computer Networks

Object Oriented Programming
Digital Systems Design

English Language 2

Module Name in English

Database Systems

Engineering Mathematics Il

Arabic Language 2

Information Theory and Coding
Applications of Computer Sceince
Secure Network Protocols

CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)

CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)

(hr/w) Lect (hriw) Lab (hr/iw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrisem hrisem hrisem

SSWL (hr/w)

A jAl) Balal) sl Language
| ©lusbyl English 2
Gyl oo Sluwlsl  English 2 2
Ol Fgi>g dubolyians  Arabic 2
il eyl English 1 2
<bd  English 2 2
s>Vl English 2
a8l 3hidl aesi  English 2 2
‘ Total‘ 13 0 ‘ 6 ‘ 2
) SSWL (hr/w)
Aa) ) Balal) anad Language
Il ©lusby)l English 2
O8adl Olasld English 2 2
| 4oy 42J Arabic 2
| L5143 English 2
350,481 319l Jul>x3 English 2 2
Qlaead! 51 Sleslul English 2
Cpulall iae » English 2 2
Total 14 0 6 0
| | | |
Aoyl Balal) Language cL e
Bl Cadl pllas @3> Arabic 2
| dwdir luply English 2
sba>Yly WYzl English 2
Ogull 8 English 2 3
Ig=gall &iusdl dmapdl English 2 2
Ayl alaill apenas English 2 2
2 4351 4 English 2
Total 14 0 7 0
| | | |
A Al Balal) and Language S
ULl aelgd delail English 2 3
Il dwotids OLusby English 2
2 duye d3) Arabic 2
el 5 e slall 4y ks English 2
Ggwladl ole Olaks English 1 2
Ayl Al @Y S5 2 English 2 3

2

1

SSWL USSWL SWL

Exam
hr/sem
hr/lsem hr/sem hr/sem
3 63 62 125
3 63 62 75
3 33 17 50
3 48 77 125
3 63 62 125
3 33 67 100
3 63 87 150
21 366 434 750
SSWL USSWL SWL
Exam
YT hr/lsem hr/sem hr/sem
3 48 52 100
3 63 62 125
3 33 17 50
3 33 17 50
3 63 87 125
3 48 77 125
3 63 112 175
21 351 424 750
Exam SSWL USSWL SWL

3 33 17 50
3 63 37 100
3 48 27 75
3 78 97 175
3 63 87 150
3 63 87 150
3 33 17 50
21 348 369 750

Exam SSWL USSWL SWL

CL (hr/w) Lect (hriw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem nrjsem hrisem hrisem

3 78 72 150
3 63 37 100
3 33 17 50
3 33 17 50
3 48 27 75
3 78 97 175

ECTS

5.00
3.00
2.00
5.00
5.00
4.00
6.00
30.00

ECTS Module Type

4.00
5.00
2.00
2.00
5.00
5.00
7.00

30.00

ECTS Module Type

2.00
4.00
3.00
7.00
6.00
6.00
2.00
30.00

ECTS Module Type

6.00
4.00
2.00
2.00
3.00
7.00

Module Type
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Prerequisite
Module(s)
Code

Prerequisite
Module(s)
Code

Prerequisite
Module(s)
Code

Prerequisite
Module(s)
Code




Level Semester No.
1
2
3
Five 4
5
6
UGl Semester No.
1
2
3
Six 4
5
6
Level Semester No.
1
2
3
Seven 4
5
6
uUGIv
Semester No.
1
2
3
Eight 4
5
6
Structu
rad CL
Lab
Pr
Tut

Web Programming

Module Code Module Name in English

Principles of Management
Numerical Methods
Cryptography

Data Communications
Computer Architecture

Networks Programming

Module Code Module Name in English

Information Security

Network Security

Secure Software Design
Operating Systems
Cybersecurity Law and Policy

Microprocessor and Assembly
Language

Module Code Module Name in English

Professional Ethics

Graduation Project |

Digital Forensics

Artificial Intelligence

Security Threats and Risk Analysis
Cloud Computing and Security

Module Code Module Name in English

Ethical Hacking

Graduation Project Il

Mobile and Wireless Security
Web Security

Network Forensics

Cyber Physical Security

Class Lecture
Laboratory
Practical Training
Tutorial

<usll e 2 English 2 2 3 63 97 150 6.00
Total 13 0 8 0 2 0 21 396 364 750 30.00
| | | | | | | — | |
a2l 3Ll pd Language S (i) Exam SSWL USSWL SWL _
CL (hr/w) Lect (hr/iw) Lab (hriw) Pr (hriw) Tut (hr/w) Semn (hriw) hr/sem nrjsem hrisem hrisem
5,13 sabe English 2 3 33 17 50 2.00
4l 3,1 English 2 2 1 3 78 47 125 5.00
il English 2 2 3 63 112 175 7.00
Sl @Yuail English 3 2 3 78 72 150 6.00
Gsulall 4y leas English 3 3 48 52 100 4.00
@il 2as » English 2 3 3 78 72 150 6.00
Total 14 0 9 0 1 0 18 378 372 750 30.00
| | | | | | | _— | |
Ao Al Balal) and Language SSWL (hr/w) Exam SSWL USSWL SWL e
CL (hr/w) Lect (hr/iw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem nrjsem hrisem hrisem
lalaall el English 2 1 3 48 102 150 6.00
il ol English 2 2 3 63 112 175 7.00
AaY) Glinse pll aresi English 2 2 3 63 112 175 7.00
Jaill 4alai) English 2 2 3 63 87 150 6.00
) 0¥ Aas s 0 538 English 2 3 33 67 100 4.00
il 41l dsdall clalladll English 2 2 3 63 87 150 6.00
Total 12 0 8 0 1 0 18 270 567 750 30.00
| | | | | | | _— | |
o Al Balal) and Language SSWL (hr/w) Exam SSWL USSWL SWL e
CL (hr/w) Lect (hr/iw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem nrisem hrisem hrisem
Aigall L8 English 2 3 33 17 50 2.00
I 253 ¢ 5,4 English 0 2 3 33 67 100  4.00
i)l dpliad) Y English 3 3 3 93 82 175 7.00
seliba¥l £ 1S3 English 2 3 3 78 72 150 6.00
Dbl Jilad s 49 Glasgdll English 2 3 3 78 72 150 6.00
ol 5e¥1 5 4o sal) Engllish 2 2 3 63 62 125 5.00
Total 11 0 11 2 0 0 18 378 372 750 30.0
| | | | | | | — | |
oyl Balal) Language SSWL (hr/w) Exam SSWL USSWL SWL e
CL (hr/w) Lect (hr/iw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem nrjsem hrisem hrisem
4AY) &ua il English 3 3 3 93 57 150 6.00
Il ¢ A3 ¢ 5 54 English 0 2 3 33 67 100  4.00
S5 Jsenall (1Y) English 3 1 3 63 62 125 5.00
<usll ol English 2 3 3 78 47 125 5.00
aall il Y1 English 2 3 3 78 47 125 5.00
el sl 51 English 2 2 3 63 62 125 500
Total 12 0 11 2 1 0 18 408 342 750 30.0
Total‘ 103 ‘ 0 | 66 ‘ 6 | 12 ‘ 0 ‘ 156 ‘ 2895 | 3244 | 6000 240.0
| | | | | | | ] |
‘ ‘Basic IearniLg activiliei ‘ ‘ ‘ SWL: ‘Student ‘Workload‘
Core learning activity SSWL: Structured SWL
Module type

Suport or related learning activity USSWL: Unstructured SWL
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Elective learning activity

E

Module Type
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Module Type
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Module Type
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Module Type
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Prerequisite

Module(s)
Code

Prerequisite

Module(s)
Code

Prerequisite

Module(s)
Code

Prerequisite

Module(s)
Code

Must be 240 ECTS
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Lect Online lecture
Semn Seminar Note: Columns O, Q and R are progrmaed, protected and should not be edited




