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1. Mission & Vision Statement

Vision Statement

To be a leading Cybersecurity Engineering program in Iraq and the region, recognized for academic
excellence, applied innovation, and impactful research that strengthens the security and resilience of
digital systems and critical infrastructure, while preparing highly qualified graduates who contribute
to national and global cyber defense.

Mission Statement

The Cybersecurity Engineering Program is committed to delivering rigorous, engineering-
driven education and training that integrates foundational computing, secure system design,
and modern cybersecurity practices. The program aims to:

Prepare competent and ethical cybersecurity engineers capable of designing, building, and
operating secure digital systems.

Develop strong analytical and practical skills in threat modeling, vulnerability assessment,
secure software and network engineering, digital forensics, and incident response.

Promote research, innovation, and entrepreneurship to address real-world cybersecurity
challenges across government, industry, and critical sectors.

Strengthen partnerships with stakeholders to align learning outcomes with labor-market
needs and international professional standards.



e Foster a culture of integrity, privacy protection, risk management, and lifelong learning to
support sustainable digital transformation.

2. Program Specification

Programme code: BSc-CYE ECTS 240

Duration: 4 |evels, 8 Semesters Method of Attendance: Full Time

Cybersecurity Engineering is a broad and rapidly evolving discipline that integrates computing,
networking, electronics, risk management, and secure system design to protect modern digital
infrastructure. With a multidisciplinary teaching team, the College of Engineering is well positioned to
deliver a program that balances strong theoretical foundations with intensive hands-on practice
across hardware, software, and networked environments. The emphasis of the program is on building
secure and trustworthy systems end-to-end—covering threats, vulnerabilities, cryptography, secure
architectures, digital investigation, governance, and defensive operations aligned with real-world

cyber risk.

The program appeals to students for different reasons: for some, the wide range of cybersecurity
applications (from enterprise networks to cloud, |oT, and critical infrastructure) is especially attractive,
while for others it provides a pathway toward specialization in areas such as network defense, digital
forensics, penetration testing, secure software, malware analysis, and security management. Students
are supported with a strong foundational stage that enables informed progression into specialized
modules as their interests and strengths develop, while maintaining the engineering mindset required

to design and evaluate secure solutions.

Level 1 introduces students to essential principles that underpin cybersecurity engineering, including
mathematics, programming, computer fundamentals, digital logic, physics/electronics foundations,
and introductory networking. Alongside technical skills, students develop awareness of professional
responsibility, ethics, and human rights perspectives that are increasingly important in cybersecurity
practice (privacy, misuse, and lawful/ethical constraints). This level is designed to support progression
into all pathways within cybersecurity and related engineering programs by building confidence in

analytical problem solving and practical lab work.

At Level 2, program-specific core topics are introduced more explicitly, strengthening competence in
networking, operating systems concepts, secure computing fundamentals, and applied engineering

skills that support security analysis and implementation. Students begin to work with security tools



and structured methodologies, learning how real systems fail and how defenses are designed,
configured, and tested. This stage prepares students for research-informed and application-oriented
specialist modules at Levels 3 and 4, and for tackling realistic security scenarios through team-based

and individual technical work.

From Levels 2 to 4, students can typically choose a proportion of their modules, provided that their
selections reflect the integrated nature of cybersecurity—from foundations such as algorithms,
systems, and data handling, through networks and embedded platforms, to security operations,
assurance, and incident response. This flexibility allows students to develop individualized academic
pathways while maintaining the breadth of knowledge expected of a cybersecurity engineering
graduate. Module choices are made with academic guidance to ensure coherence, progression, and

alignment with career goals.

A strong research and innovation ethos is embedded throughout the program through laboratory
work, programming assignments, security case studies, design projects, and tutorials that emphasize
problem solving under realistic constraints. Practical components are integrated within lecture-based
modules and reinforced through dedicated labs where students learn to analyze threats, apply secure
configuration, implement cryptographic and defensive techniques, and document findings
professionally. At the final level, all students undertake an independent graduation project that may
involve secure software development, digital forensics, network defense design, security evaluation,

simulation, or experimental research.

Academic tutorials and skills development are supported through structured activities focusing on
essential engineering competencies such as technical writing, research methods, teamwork, ethics,
and professional presentation, delivered in ways that connect directly to cybersecurity contexts.
Students are guided to build strong documentation habits (reports, threat models, test results, and
risk assessments) that match professional expectations. This continuity of academic support helps
students transition from foundational learning to advanced independent work and prepares them for

professional certification pathways and lifelong learning.

The program also seeks to provide opportunities for industrial training and external engagement,
subject to availability, enabling students to experience real security environments and understand
workplace practices, standards, and compliance requirements. Where possible, students may access
seminars, guest lectures, and industry-informed content to strengthen employability and professional
awareness. Graduates are prepared for roles in cybersecurity engineering and operations, further
postgraduate study, or innovation-driven careers supporting secure digital transformation across

government, industry, and critical services.



3.

Program Goals

Providing Outstanding Educational Programs: Deliver high-quality education in cybersecurity
engineering that equips students with strong foundations and advanced practical skills in areas
such as network security, secure systems, cryptography fundamentals, digital forensics, and
security operations, preparing them for professional practice and lifelong learning.

Research and Development: Establish the department as an active center for research and
innovation in cybersecurity, including threat detection, secure architectures, cyber-physical and
loT security, incident response, privacy, and resilience, with outcomes that improve the security
of national and organizational digital infrastructure.

Building Ethical, Responsible Cyber Professionals: Promote responsible and lawful cybersecurity
practice by strengthening student understanding of ethics, privacy, human rights, and
professional standards, ensuring graduates can balance security objectives with societal and
legal responsibilities.

Fostering Industrial and Academic Collaboration: Develop strong partnerships with local and
international industry, government, and academic institutions to exchange expertise, deliver
joint projects, enhance curriculum relevance, and provide practical training, internships, and
employment pathways for students and graduates.

Developing Practical Security Applications: Encourage the development of real-world
cybersecurity solutions that address modern challenges such as ransomware defense, secure
networking, identity and access management, secure software and web systems, cloud security,
and protection of critical services through applied projects and laboratories.

Promoting Awareness and Contributing to Society: Raise cybersecurity awareness through
workshops, competitions, seminars, and community initiatives that educate the public on safe
digital behavior, privacy protection, and cyber risk, while supporting community and
institutional resilience against cyber threats.

Developing National Capabilities: Prepare national talent capable of strengthening Iraqg’s
cybersecurity capacity by producing graduates who can protect organizations, support digital
transformation, contribute to policy and compliance needs, and help grow the knowledge
economy through secure and trusted technology adoption.



4. Student Learning Outcomes

Outcome 1 — Engineering Knowledge
Graduates will be able to apply knowledge of mathematics, computer science, networking, and
electronics/engineering principles to analyze and solve complex problems in cybersecurity systems

and digital infrastructure.

Outcome 2 — Problem Analysis
Graduates will be able to identify, formulate, and analyze complex cybersecurity problems involving
threats, vulnerabilities, attacks, and risk using appropriate analytical, computational, and evidence-

based methods.

Outcome 3 — Secure System Design
Graduates will be able to design and implement secure systems, networks, and applications that meet
specified technical, functional, safety, and regulatory constraints, including privacy, ethics, and

sustainability considerations.

Outcome 4 — Security Experimentation and Data Analysis
Graduates will be able to plan and conduct security experiments and investigations, collect and
analyze security data (logs, traffic, artifacts), and interpret results to support detection, response, and

improvement of defenses.

Outcome 5 — Modern Engineering Tools
Graduates will be able to select and use modern cybersecurity and engineering tools, programming
environments, testbeds, and simulation/virtualization platforms to develop, assess, and validate

secure solutions.

Outcome 6 — Communication Skills
Graduates will be able to communicate effectively, orally and in writing, technical security
information, risk assessments, and investigation findings to diverse audiences, including both

technical and non-technical stakeholders.

Outcome 7 — Ethics and Professional Responsibility
Graduates will be able to recognize ethical, legal, and professional responsibilities in cybersecurity
engineering and evaluate the societal impacts of security decisions, including privacy, fairness, and

responsible disclosure.



Outcome 8 — Teamwork and Leadership
Graduates will be able to function effectively as a member or leader of multidisciplinary teams to plan,
implement, and manage cybersecurity projects, including incident response and secure system

deployment.

Outcome 9 - Lifelong Learning
Graduates will be able to acquire and apply new knowledge as needed, using appropriate learning
strategies, to adapt to rapid changes in cyber threats, technologies, standards, and professional

practices.

5. Academic Staff

Program Manager:
Ali Abdulwahhab | Ph.D. in Electronics and Communications Engineering | Professor
Email: ali_abdulwahhab@kus.edu.iq

Mustafa Ayad Anwer| Ph.D. in Computer Networking| Lecturer

Email: mustafa.alani@kus.edu.ig

Omar Kanaan Noori | Ph.D. in electrical and electronic engineering | Lecturer
Email: Omar.k84@kus.edu.ig

Ammar Isam Mohammed| Ph.D. in Electrical and Electronic Engineering| Lecturer

Email: ammarisam@kus.edu.ig

Samer Kais Jameel | Ph.D. In Computer Science. | Lecturer

Email: samer.kais@kus.edu.iq

Ahmed Sabri | MSc. in Information Technology and Communication Systems Engineering | Lecturer

Email: eng.ahmed.sabri@kus.edu.ig

Yahya Bsheer Abdullah | Masters in Electrical and Electronic Engineering | Assistant Lecturer

Email: yahya@kus.edu.ig

Marwa Aubied Khioon | Master Degree in Laser Engineering | Assistant Lecturer

Email: marwa.aubied@kus.edu.ig
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Hamid Jassam Mohammed | Master Degree of Software Engineering | Assistant Lecturer

Email: hamidj.mohammed@kus.edu.iq

Omar Salam Abdulhafedh| Master of Computer and Communications Engineering| Assistant Lecturer

Email: omer.salam@kus.edu.ig

Eman Khalid Ibraheem| master in Computers engineering | Assistant Lecturer

Email: eman.khalid@kus.edu.ig

Maalim Qasim Mohammed/ Master/ Communication engineering | Assistant Lecturer

Email: maalim.g.mohammed@kus.edu.ig

6. Credits, Grading and GPA

Credits
Al-karkh University of Science is following the Bologna Process with the European Credit Transfer
System (ECTS) credit system. The total degree program number of ECTS is 240, 30 ECTS per semester.

1 ECTS is equivalent to 25 hrs student workload, including structured and unstructured workload.

Grading
Before the evaluation, the results are divided into two subgroups: pass and fail. Therefore, the results

are independent of the students who failed a course. The grading system is defined as follows:

GRADING SCHEME

C)L‘{)Jﬂ bhlhss

Group Grade el Marks (%) | Definition

A - Excellent kel 90 -100 Outstanding Performance
Success B - Very Good [SENVES 80-89 Above average with some errors
Group C - Good BVES 70-79 Sound work with notable errors
(50-100) D - Satisfactory lugin 60 - 69 Fair but with major shortcomings

E - Sufficient Jgato 50-59 Work meets minimum criteria
Fail Group FX — Fail dodlaa)l W8 - Cwly (45-49) More work required but credit awarded
(0-49) F — Fail sl (0-44) Considerable amount of work required
Note:

Number Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy
NOT to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.
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Calculation of the Cumulative Grade Point Average (CGPA)

1. The CGPA s calculated by the summation of each module score multiplied by its ECTS,

all are divided by the program total ECTS.

CGPA of a 4-year B.Sc. degree:

CGPA = [ (1stModule score x ECTS) + (2nd Module score x ECTS) + ......] / 240
7.  Curriculum/Modules
Semester1 | 30ECTS | 1ECTS=25hrs
Code Module SSWL | USSWL ECTS Type Pre-request
KUS11001 | Mathematics | 63 62 5.00 B
KUS11002 [ Fundamentals of computer science 63 12 3.00 B
KUS11003 | Democracy and Human Rights 33 17 2.00 B
CEN11004 | Engineering Drawing 48 77 5.00 S
CEN11005 | Physics 63 62 5.00 S
CYE11006 | Biology 33 67 4.00 B
CYE11007 Digital Logic Design 63 87 6.00 C
Semester2 | 30ECTS | 1ECTS=25hrs
Code Module SSWL | USSWL ECTS Type Pre-request
CYE12008 | Mathematics Il 48 52 4.00 B
CYE11009 | Networks Fundamentals 63 62 5.00 C
KUS12010 | Arabic Language | 33 17 2.00 S
KUS12011 [ English Language | 33 17 2.00 B
CYE12012 Electrical Circuits Analysis 63 87 5.00 S
CYE11014 | Cybersecurity Fundamentals 48 77 5.00 C
CYE11015 Computer Programming 63 112 7.00 C




8. Contact

Program Manager:
Ali Abdulwahhab | Ph.D. in Electronics and Communications Engineering | Professor
Email: ali_abdulwahhab@kus.edu.iq

Program Coordinator:
Ahmed Sabri | MSc. in Information Technology and Communication Systems Engineering | Lecturer

Email: eng.ahmed.sabri@kus.edu.iq
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1. Overview

This catalogue is about the courses (modules) given by the program of Cybersecurity
Engineering to gain the Bachelor of Science degree. The program delivers 52 Modules with
(6000) total student workload hours and 240 total ECTS. The module delivery is based on the

Bologna Process.
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2. Undergraduate Courses 2025-2026

Module 1
Code Course/Module Title ECTS Semester
KUS11001 Mathematics | 5 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 62

Description

Mathematics (KUS11001) is a first-semester foundational module that builds students’ core competence
in integral calculus and its use in engineering and scientific problem solving. It starts by introducing
integration as the reverse of differentiation, then develops fluency with indefinite and definite integrals
and standard integration rules. Students learn key techniques such as substitution (including completing
the square), integration by parts, partial fractions, and trigonometric substitution for handling complex
expressions. The module also covers improper integrals and how to determine whether they converge or
diverge. Applications are emphasized, including areas under/between curves, and volumes of revolution,
linking mathematics to real contexts. Practical connections extend to problems in physics, biology,
economics, and engineering, such as work, accumulation, averages, and growth models. Teaching
combines theory with tutorials, discussion, and extensive problem solving, supported by structured
revision and exam practice. Assessment includes quizzes, assignments, a report, and midterm/final exams
to ensure both continuous progress and mastery of outcomes.




Module 2

Code Course/Module Title ECTS Semester
KUS11002 Fundamentals of computer 3 1
science
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 12

Description

Fundamentals of Computer Science 1 (KUS11002) introduces first-semester students to the essential
concepts and practical skills needed to use computers confidently and effectively. It explains the basics
of computer systems, including hardware components, software types, and how data is represented and
processed. Students learn how to work with operating systems and graphical user interfaces, including
file management and everyday system tasks. The course develops strong digital productivity skills
through hands-on practice with word processing, spreadsheets, and presentations (Word, Excel,
PowerPoint). It also builds Internet literacy, covering web browsing, search engines, safe online behavior,
and electronic communication such as email. Modern collaboration is emphasized through cloud
computing tools and services (e.g., cloud storage and online teamwork platforms). In addition, students
gain an introduction to Python programming, including core syntax, variables, control structures, data
structures, and simple GUI concepts. Basic cybersecurity awareness and digital ethics are integrated to
promote responsible and secure computing in academic and real-world contexts.

Module 3
Code Course/Module Title ECTS Semester
KUS11003 Democracy and Human Rights 2 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 - 33 17

Description

Human Rights (KUS11003) is a foundational second-semester module that introduces students to the
concept, nature, and core principles of human rights and why they matter in modern societies. It traces
the historical development of human rights across different eras, helping students understand how these
rights evolved and became recognized internationally. The course clarifies the distinction between human
rights and other types of rights, and examines human rights perspectives within the Abrahamic religions
and their influence on social life. Students also study how human rights are expressed in international
charters and treaties, and how national legislation contributes to protecting these rights. Key categories
of rights are covered, including personal, social, cultural, and economic rights, along with the
international, regional, and national mechanisms that guarantee them. Finally, the module highlights legal
consequences and sanctions associated with violations of human rights, using discussion, case studies,
and interactive classroom approaches to strengthen understanding and practical awareness.




Module 4

Code Course/Module Title ECTS Semester
CEN11004 Engineering Drawing 5 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
1 2 48 77

Description

Engineering Drawing (CEN11004) develops students’ ability to communicate technical ideas clearly
through precise graphical representation. The module introduces drawing instruments, sheet layout, and
the use of BIS/ISO standards for lines, lettering, and dimensioning, then builds skill in geometric
constructions such as tangents, polygons, and engineering curves. Students learn orthographic projection
to produce accurate front, top, and side views, and practice deriving a missing view from two given
projections. The course also covers sectional views and basic development of surfaces, supporting the
interpretation of engineering components and assemblies. Visualization is strengthened through isometric
and oblique/perspective-style 3D drawings using standard projection angles. Practical work is
emphasized through weekly exercises, short tests, and drawing tasks, with assessment via quizzes,
assignments/projects, and midterm/final exams.

Module 5
Code Course/Module Title ECTS Semester
CEN11005 Physics 5 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 62

Description

Physics (CEN11005) is a first-semester foundational course that equips students with core physics
concepts needed for engineering and cybersecurity-related hardware understanding, with strong emphasis
on electricity and electronics. It begins with physical quantities, units, vectors, and dimensional analysis,
then introduces electric charge, atomic structure, and types of matter, including charging methods and
conservation of charge. The course develops electrostatics through Coulomb’s law, electric forces,
electric fields, field lines, dipoles, and electric potential energy. It then moves into circuit fundamentals,
covering Ohm’s law, resistance, capacitance, RC behavior, inductance, and basic AC circuit analysis,
including reactance (XL, XC) and series/parallel connections. A major part of the module introduces
semiconductor physics: energy bands, intrinsic vs extrinsic materials, carrier concentration, doping, and
N-type/P-type behavior. Students study PN junction formation and biasing, diode characteristics
(including Zener behavior), and practical diode applications such as rectifiers and voltage regulation.
Learning is supported through lectures, tutorials, and laboratory experiments that test and verify circuit
and semiconductor behavior using real measurements. Assessment combines quizzes, assignments,
lab/project work, a report, and midterm/final exams to ensure both conceptual understanding and
practical competence.




Module 6

Code Course/Module Title ECTS Semester
CYE11006 Biology 4 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 - 33 67

Description

Biology (CYE11006) is a first-semester foundational module that introduces core biological concepts
and connects them directly to cybersecurity applications, especially biometrics and identity verification.
It covers the chemistry of life, biological molecules, cell structure and membranes, enzymes and
biological reactions, cellular respiration and photosynthesis, and then moves to cell division, Mendelian
genetics, genes and inheritance, and human genetics. Students study DNA structure, replication, and how
genetic information is translated into proteins, alongside key cell transport processes (passive and active).
A major focus is understanding how human biological structures generate biometric signals, and how
modalities like fingerprints, iris/retina, voice, gait, and behavioral patterns vary across individuals. The
course also explores human diversity and population genetics and how these can affect fairness, accuracy,
and bias in biometric systems. Privacy, ethics, and security risks around collecting and storing
biological/biometric data are emphasized, supported by real-world biometric security case studies.

Module 7
Code Course/Module Title ECTS Semester
CYE11007 Digital Logic Design 6 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 87

Description

Digital Logic Design (CYE11007) introduces students to the fundamentals of digital electronics as a base
for modern computing, embedded systems, and automation. The course starts by distinguishing analog
vs. digital signals, then builds strong skills in number systems (binary, octal, decimal, hexadecimal) and
binary arithmetic and conversions. Students study logic gates and truth tables, then apply Boolean algebra
laws to simplify and optimize logic expressions. Combinational circuit design is emphasized using
Karnaugh maps (K-Maps), leading to practical building blocks such as adders, sub tractors,
multiplexers/DE multiplexers, encoders, and decoders. The module then moves to sequential logic,
covering latches, flip-flops (SR, JK, D, T), timing concepts, counters, and shift registers. Lab work
supports the theory through circuit construction, testing, and simulation tools, helping students translate
designs into working implementations. By the end, students can integrate combinational and sequential
logic to design basic control and decision circuits used in real systems.




Module 8

Code Course/Module Title ECTS Semester
CYE12008 Mathematics 11 4 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52

Description

Mathematics Il (CYE12008) builds on students’ foundational mathematical knowledge by developing
the analytical and problem-solving skills needed for engineering and technical study. The module
introduces vector algebra and geometry, including lines, planes, angles, distances, and intersections,
then extends to vector-valued functions, partial derivatives, gradients, and their applications. It also
develops students’ understanding of integration techniques, covering standard integration rules,
trigonometric forms, substitution methods, and applications used in mathematical and engineering
contexts. In addition, the course introduces matrices, determinants, and Cramer’s rule as essential
algebraic tools for solving systems and representing mathematical relationships. Through theory classes
and tutorials, students strengthen their ability to analyze functions, apply calculus methods, and solve
structured mathematical problems with accuracy and logical reasoning.

Module 9
Code Course/Module Title ECTS Semester
CYE11009 Networks Fundamentals 5 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 62

Description

Networks Fundamentals (CYE11009) introduces first-year students to the essential concepts of
computer networks and data communication, providing the foundation needed for later study in
cybersecurity and network engineering. The module explains network types, architectures, and
communication models, including client—server and peer-to-peer systems, and develops understanding
of international networking standards and layered models such as OSI and TCP/IP. Students learn the
principles of data communication, including signals, bandwidth, throughput, and latency, as well as the
characteristics of transmission media, common network devices, and basic network topologies. The
course also covers switching, routing, and network services, while highlighting how networking
concepts relate to cybersecurity through attack surfaces, vulnerabilities, and the CIA triad. Practical
learning is reinforced through hands-on activities and Packet Tracer-based labs in which students
explore network components, simulate simple LANs, practice basic IP configuration, and observe
connectivity and device behavior in controlled scenarios.




Module 10

Code Course/Module Title ECTS Semester
KUS12010 Arabic Language | 2 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 - 33 17

Description
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Module 11
Code Course/Module Title ECTS Semester
KUS12011 English Language I 2 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 - 33 17

Description

English | (KUS12011) introduces second-semester students to the basic English language knowledge and
communication skills needed for academic study and future professional use in engineering contexts.
Designed for beginner learners, the module develops core grammar and vocabulary while strengthening
the four main language skills of reading, writing, listening, and speaking. Students practice
understanding texts, identifying key information, summarizing ideas, paraphrasing content, and
producing paragraphs, reports, and short presentations. The course also introduces commonly used
every day English expressions and gradually connects language learning to engineering-related topics
such as technical problems, procedures, design, materials, and resources. Through guided reading,
writing tasks, class activities, and practical communication exercises, students build confidence in using
English accurately and effectively in both general and engineering-oriented situations.




Module 12

Code Course/Module Title ECTS Semester
CYE12012 Electrical Circuits Analysis 5 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 87

Description

Electrical Circuits Analysis (CYE12012) introduces second-semester students to the fundamental
principles of electrical circuit analysis that underpin later study in electrical, electronic, and computing-
related systems. The module develops understanding of core electrical quantities such as charge,
current, voltage, power, and energy, and explains the behavior and application of basic circuit elements.
Students learn essential circuit laws and analysis techniques, including Ohm’s law, Kirchhoff’s current
and voltage laws, series and parallel resistor networks, Wye—Delta transformations, nodal analysis, and
mesh analysis. The course also introduces major circuit theorems such as superposition, source
transformation, Thevenin’s theorem, Norton’s theorem, and the maximum power transfer theorem,
with emphasis on structured problem solving and analytical reasoning. Practical laboratory work
reinforces the theoretical content through measurement of voltage, current, power, and resistance,
and through hands-on experiments in circuit construction, divider rules, circuit laws, and theorem
verification using standard electrical laboratory instruments.

Module 13
Code Course/Module Title ECTS Semester
CYE11014 Cybersecurity Fundamentals 5 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 77

Description

Cybersecurity Fundamentals (CYE11014) introduces first-year students to the essential concepts,
terminology, and defensive practices of cybersecurity, providing a foundational understanding for later
study in the field. The module explains core security ideas such as the CIA triad, assets, threats,
vulnerabilities, risks, and controls, and examines common threat actors, attack motivations, and attack
types, with particular emphasis on phishing and social engineering awareness. Students are introduced
to key security principles including least privilege, defense-in-depth, secure defaults, and attack surface
reduction, as well as the basics of authentication, authorization, access control, and introductory
cryptography concepts such as hashing, encryption, and digital signatures. The course also covers
malware, endpoint protection, network defense fundamentals, logging and monitoring, software and
operating system security basics, and introductory cloud and loT security issues. Through lectures,
tutorials, and controlled analytical activities, students develop practical awareness skills in recognizing
suspicious activity, interpreting simple security artifacts, applying basic protection measures, and
understanding incident reporting, risk assessment, and essential cybersecurity policies.




Module 14

Code Course/Module Title ECTS Semester
CYE11015 Computer Programming 7 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 112
Description

Computer Programming (CYE11015) introduces first-semester students to the fundamental principles
of computer programming through the C++ language, developing the problem-solving and coding skills
needed for later study in computing and cybersecurity. The module explains the basic structure and
syntax of C++ programs and introduces essential programming concepts such as variables, data types,
constants, operators, input and output, and standard library usage. Students learn how to control
program flow using conditional statements and looping structures, and they are introduced to arrays,
strings, and the basic memory model underlying program execution. The course combines theoretical
understanding with hands-on laboratory practice, enabling students to write, compile, test, and debug
simple C++ programs in a structured programming environment. Through coding exercises, problem-
solving activities, and guided lab work, students build a solid foundation for developing correct,
organized, and efficient programs.

Contact

Program Manager:
Ali Abdulwahhab | Ph.D. in Electronics and Communications Engineering | Professor
Email: ali_abdulwahhab@kus.edu.iq

Program Coordinator:
Ahmed Sabri | MSc. in Information Technology and Communication Systems Engineering | Lecturer

Email: eng.ahmed.sabri@kus.edu.iq
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MODULE DESCRIPTION CATALOGUE

Module Information
Ayl Bolall loglas

Module Title Mathematics 1 Module Delivery
Module Type Basic Theory

[ Lecture
Module Code

KUS11001 —_——

ECTS Credits 5 Tutorial

[ Practical
SWL (hr/sem) 125 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Husam Jasim Mohammed e-mail husam@kus.edu.iq
Module Leader’s Acad. Title Asisst. Prof. Module Leader’s Qualification Ph.D.

Module Tutor

e-mail

Peer Reviewer Name

e-mail

Scientific Committee Approval

Date

21/12/2025

Version Number

1.0

Relation with other Modules

S5 Ayl Sl gall ae A8l

Prerequisite module

None

Semester

Co-requisites module

None

Semester




alall Condly Sl @adall 8055 - Glyall sy g0
2 slall £, daslr
(dj)" 5_)3.)..”) L}!J‘ﬁ"‘“” Q«o)” :Lw\.U.gJ‘ ‘3 U“’ﬁf)}’&’
L9 B9 YL+ - (dewhyd Jgaad dlel) Wl gin )]
deluw YO = dpygl du>9 S

Module Aims, Learning Outcomes and Indicative Contents

LaliyYl lgisally phatll 5L 9 Ayl Bl Ll

1. To provide a solid foundation in the principles and methods of integral
calculus.

2. To develop students’ ability to compute indefinite and definite integrals of
various functions.

. 3. To introduce advanced integration techniques and demonstrate their
Module Aims _
practical uses.
Gy ! BaLad) Lol 4. To enhance logical and analytical reasoning in mathematical problem solving.
5. To apply integration to real-life problems in geometry, physics, and related
fields.

6. To encourage accuracy, clarity, and systematic approaches in mathematical
computation.

7. To prepare students for further studies that require calculus-based analysis
and modeling.

1. Apply substitution and completing-the-square methods to evaluate complex
algebraic integrals.

2. Compute and interpret definite integrals to determine the area under curves and
other geometric applications.

Module Learning 3. Analyze improper integrals and determine their convergence or divergence.

Outcomes

4. Integrate algebraic, trigonometric, exponential, and logarithmic functions using
appropriate techniques.

8ol @daddl Ol y3e0

. 5. Utilize integration by parts and partial fraction decomposition to simplify and

solve advanced integrals.

6. Implement trigonometric substitution and other special methods to evaluate
complex integrals involving radicals and trigonometric expressions.

7. Apply integration techniques to solve real-world problems such as finding
volumes of revolution and physical applications in engineering and science.

L. 1. Fundamental Integration Techniques [10 hrs]
Indicative Contents

dolin Y wlgisad! e Introduction to integration, basic algebraic integrals, substitution
methods, and completing the square.
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2. Definite Integrals and Applications [8hrs]

e Evaluation of definite integrals and computation of areas under curves.
3. Improper Integrals and Convergence Tests [6hrs]

e Integrals over infinite intervals and functions with discontinuities.

4. Integration by Parts [8hrs]

e Concepts, examples, and advanced-level applications.

5. Integration of Special Functions [8hrs]

e Exponential, logarithmic, and algebraic functions.

6. Trigonometric Integration Techniques [8hrs]

e Simple and advanced trigonometric integrals, trigonometric substitution
methods.

7. Partial Fraction Decomposition [6hrs]

e Techniques for decomposing rational functions and integrating their
components.

8. Applications of Integration [6hrs]

e Volumes of revolution and additional problem-solving applications using
integral calculus.

Learning and Teaching Strategies

a5 el ilasi) i

1. Lectures: Providing students with basic mathematical concepts and their
practical applications.

. 2. Forming discussion groups during lectures to discuss mathematics topics and

Strategies & ] grotip & P

solve practical problems.

3. Giving students homework that requires self-explanations in different ways.

4. Solving problems relevant with mathematical subject.
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Student Workload (SWL)
luall L._.,’_.\.u“).ﬂ\ Jaall

Structured SWL (h/sem) 62 Structured SWL (h/w) .
dradl D Clall @latiall (sl ) Josxl! Lo el Ll adiiiall ol 5l Jaall
Unstructured SWL (h/sem) o Unstructured SWL (h/w) .
dradll I Cdlall plaiall 48 (gubyd) Jodl Lo sl LU il e ad 3 Jaal
Total SWL (h/sem) 125
dwadl s Il g&l\ wal)JJI el

Module Evaluation
:\...3...»\)31\ salall e:x..gsﬁ
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (5) 5-10 Lec. #2,#4,4#6,#8
Lec. #1,#2
Formative Assignments 2 20% (10) 3-12
#3,#5,#7,#9,#11
assessment
Projects 0 0 0 /
Reports 1 10% (10) 13 All
Summative Midterm Exam 1lhr 10% (10) 7 Lec. #1-#6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)
bl e gl mleiall

Material Covered

Week 1 Completing the Square & Substitution Methods

Week 2 Definite Integrals & Area Under Curves

Week 3 Improper Integrals & Convergence

Week 4 Indefinite Integrals of Algebraic Functions

Week 5 Integration by Parts — Advanced Problems

Week 6 Integration by Parts — Concepts and Examples

Week 7 Integration of Advanced Trigonometric Functions
Week 8 Integration of Exponential Functions
Week 9 Integration of Logarithmic Functions

Week 10 | Integration of Simple Trigonometric Functions

Week 11 | Introduction to Integration & Basic Algebraic Integrals

Week 12 | Partial Fraction Decomposition

Week 13 | Revision and Problem-Solving

Week 14 | Trigonometric Substitution Techniques

Week 15 | Volumes of Revolution & Applications

Learning and Teaching Resources
inm} ela_ﬂ\ JJLA.A

Available in the
Text
Library?
Required Texts 1. Thomas’ calculus 11 ed. 2004 yes
Recommended Texts 1. Calculus 9" edition, Anton yes
Websites https://mediasace.utah.edu/media/t/0_2eoc2ksc



https://mediasace.utah.edu/media/t/0_2eoc2ksc
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Grading Scheme

Group Grade daxd| Marks (%) | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good I dae 80 -89 Above average with some errors
(S:(;:tie:;oG)roup C - Good NVES 70-79 Sound work with notable errors

D - Satisfactory Jawgie 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50 -59 Work meets minimum criteria
Fail Group FX - Fail (A=dlandl W8) Cly | (45-49) More work required but credit awarded
(0-49) F - Fail Cwsl)y (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

;A”JJ.EJ (o cJlodl J:.A.w L>Lc) L;b;}’\gi L,Lﬁl‘)“ oS dadlal] Jl <0 e d.ﬁ.?ji ..\3)3 té“‘” %y.i«ﬂ\ Sl ufﬁ (e rdasde
Mrldl e Aol gl OV 5 mewd Y dwbuw daeldl S L(08 ] 0€.€ dadle oS i lodp 00 (J] 0€.0 ddle
ol e gadl JL) Coy8il O5Sm koY) pmmianll Jid (30 dginndl ledlal) emgll adasdl 016 10
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MODULE DESCRIPTION CATALOGUE

Module Information
duhyl 83l Ologlas

Module Title Fundamentals of Computer Science | Module Delivery
Module Type Basic Theory
Module Code KUS11002 O Lecture
Lab
ECTS Credits 3 O Tutorial
[ Practical
SWL (hr/sem) 75 O Seminar
Module Level 1 Semester of Delivery | 1
Administering Department Cybersecurity College Engineering
Ali Abdulwahhab
Module Leader I uw e-mail ali_abdulwahhab@kus.edu.iq
Mohammed
Module Leader’s Acad. Title Professor Module Leader’s Qualification | Ph.D.
Asst.Lect. Hamid Jassam
Module Tutor e-mail | hamidj.mohammed@kus.edu.iq
Mohammed
Peer Reviewer Name e-mail
Scientific Committee Approval Version
21/12/2025 1.0
Date Number

Relation with other Modules

3V Ayl Sl gall ao A8l

Prerequisite module None Semester

Co-requisites module None Semester



mailto:ali_abdulwahhab@kus.edu.iq
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Module Aims, Learning Outcomes and Indicative Contents
Lolinl Gbgizally platll gl dushylll 55k Sl

1. Introduce students to basic computer concepts including hardware, software, and
data representation.

2. Provide understanding of the operating system and graphical user interface

Module Objectives operations.

Al all 3oLl Calaal 3. Develop basic word processing, spreadsheet, and presentation software skills.

4. Introduce the fundamentals of Internet, web browsing, and electronic
communication.

5. Provide knowledge of cloud computing and modern digital collaboration tools.

6. Provide knowledge of programming using python language.

1. Understand computer hardware components and their functions.

N

Operate common operating systems and navigate through graphical user
interfaces.

. Create and edit documents using word processing software.

Module Learning 8 P &

Design and manage spreadsheets using formulas and functions.
Outcomes

) Develop and present professional presentations using presentation software.
A pall salall alasl) il yAa

Access and utilize the Internet effectively using web browsers and search engines.
Communicate through email and collaborate using cloud-based services.
Apply basic cybersecurity and digital ethics principles in computer usage.

W O N kW

Program basic codes and make GUIs.

e Introduction to Computer Concepts
Basic definitions, components of a computer, hardware and software
overview.[4hrs]
o Computer Components
CPU, memory, storage devices, input/output units, and peripheral
components.[6hrs]
e Operating Systems and GUI
Types of operating systems, basic commands, and file management
operations.[6hrs]
Word Processing Software
Lald Y Gl gial) Creating, formatting, and editing documents using Microsoft Word.[6hrs]
e Spreadsheet Software
Data entry, formulas, charts, and functions using Microsoft Excel.[7hrs]
e Presentation Software
Slide design, themes, transitions, and multimedia using PowerPoint.[5hrs]
e Internet and Web Browsers
LAN/WAN basics, web browsing, search engines, and data access.[4hrs]
e Communication Tools
Email systems, online collaboration, and cloud-based communication.
[3hrs]

Indicative Contents ,
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e Cloud Computing and Services
Google Workspace, Office 365, and cloud storage usage.
[3hrs]
e Introduction to Python Programming
Installing Python and PyCharm, basic syntax, and simple program execution.
[6hrs]
e  Python Programming Structures
Variables, conditions, loops, lists, and basic functions. [6hrs]
e Basic Cybersecurity Concepts [2hrs]

Learning and Teaching Strategies

oty el ol el

e Lecture
e Discussion
e Practical Experience

Strategies o )

e C(larification and Ask Questions

e reflect on what you have learned

e Research and reports

Student Workload (SWL)
LCW| Yol O gwen g,JUaJJ stbu\J\ el

Structured SWL (h/sem) 63 Structured SWL (h/w) 4
Jaadl) P Ul il ol Al Jaal) Lo sausd calldall aliiall sl 5l Jaall
Unstructured SWL (h/sem) 1 Unstructured SWL (h/w) 1
Jeadll I Ul alaiial) e ol 5l Jaal) Lo paudd U aiiall el 5l Jaall
Total SWL (h/sem) 75
Juadl) J3A Ul Y il jall Jaal)
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Module Evaluation

dcanlyd] B3 ot

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (5) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (5) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 1lhr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Material Covered

Introduction to Computer Concepts — Definition of computer, hardware, software, and data

Week 1
representation.
Week 2 Computer Components — CPU, memory, storage, input/output devices, and peripherals.
Operating Systems and GUI — Types of operating systems, desktop environment, and file
Week 3
management.
Week 4 Word Processing Software — Creating, formatting, and editing documents using Microsoft Word.
Week 5 Spreadsheet Software — Data entry, formulas, charts, and data analysis using Microsoft Excel.
Week 6 Presentation Software — Slide design, themes, transitions, and multimedia using PowerPoint.
Week 7 Internet and Web Browsers — LAN/WAN basics, search engines, and safe browsing.
Week 8 Communication Tools — Email systems, online collaboration, and digital communication ethics.
Week 9 Cloud Computing and Services — Google Workspace, Office 365, and cloud storage applications.
Introduction to Python Programming — Installing Python and PyCharm, understanding syntax and
Week 10
variables.
Week 11 | Python Programming Basics — Data types, input/output, and simple calculations.
Week 12 | Python Control Structures — Conditional statements and loops.
Week 13 | Python Data Structures — Lists, strings, and basic operations.
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Basic Cybersecurity Concepts — Introduction to Cybersecurity, applications in daily life, and examples

Week 14
in Python.
Week 15 | Review and Final Preparation — Revision of all topics before final exam.
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1 EXP 1: Exploring Computer Hardware and Operating Systems
Week 2 EXP 2: Troubleshooting and System Utilities
Week 3 EXP 3: Using Microsoft Word — Document Creation and Formatting
Week 4 EXP 4: Using Microsoft Excel — Data Entry, Formulas, and Charts
Week 5 EXP 5: Using Microsoft PowerPoint — Slide Design and Presentation
Week 6 EXP 6: Installing Python and Setting Up PyCharm Environment
Week 7 EXP 7: Python Basics — Variables, Data Types, and Input/Output
Week 8 EXP 8: Conditional Statements — if, else, and nested if
Week 9 EXP 9: Loops — for and while structures
Week 10 | EXP 10: Lists and Strings — Basic Operations and Manipulation
Week 11 EXP 11: Functions — Definition, Parameters, and Return Values
Week 12 | EXP 12: Simple Networking and Internet Use
Week 13 | EXP 13: File Handling in Python — Read and Write Operations
Week 14 EXP 14: Mini Project — Creating a Simple Calculator or Grade Sheet using Python and Excel
Week 15 | EXP 15: Final Practical Assessment — Review of Word, Excel, and Python Applications

Learning and Teaching Resources
BRI NESURRIWY:

Text Available in the Library?
Required Texts Brookshear, J : Glenn, Dennis 'Brylow, and S. Manasa. Yes
"Computer science: An overview." (2009).
Patterson, David A., and John L. Hennessy. Computer
Recommended .. . .
Text organization and design ARM edition: the hardware No
exts

software interface. Morgan kaufmann, 2016.
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Petzold, Charles. Code: The hidden language of computer

hardware and software. Microsoft Press, 2000.

Computer Science YouTube Channels: Channels like "Computerphile," Computer

Websites
Science," and "MIT Open Courseware.
Grading Scheme

Group Grade ) Marks % | Definition

A - Excellent Dkl 90 - 100 Outstanding Performance

B - Very Good [AENRYEN 80 -89 Above average with some errors
(Ssu;c_elsgo()iroup C - Good RS 70-79 Sound work with notable errors

D - Satisfactory L 5 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 08) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail l (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
Laly ! B3l ologlas

Module Title Democracy and Human Rights Module Delivery
Module Type Basic Theory

Lecture
Module Code KUS11003 O Lab
ECTS Credits 2 O Tutorial

O Practical
SWL (hr/sem) 50 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Wafaa Abdulhussein Kadhim e-mail wafaa.hussein90@kus.edu.iq
Module Leader’s Acad. Title ASST. Lecturer Module Leader’s Qualification M.sc
Module Tutor e-mail
Peer Reviewer Name e-mail
Is;:ai::tiﬁc Committee Approval 21/12/2025 Version Number 1.0

Relation with other Modules
3! Ayl sl gall ao A8l

Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents
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Learning and Teaching Strategies
a..\la:\j\ 3 eLCd\ Glaayi) yil
o Jl bl 1 (3 dead
Bpolxall )
Strategies dadladl -y
wslill Cuall oY
Al Al £
Student Workload (SWL)
luall = Al Jaall
Structured SWL (h/sem) 33 Structured SWL (h/w) 5
Juadll I el elasiall bl Josxdl b genl CUall laiiall (gl Jo|
Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) 1
o] I35 lall arial) g gl Jassl e granl Il plimiall g byl Jal
Total SWL (h/sem)
Juad)l s CIlall SI1 (] Jozell >0
Module Evaluation
A Al salal) Rtt
Time/Nu Relevant Learning
. Weight (Marks) Week Due PP,
Quizzes 2 10% (5) 5,10 1-5/6-9
Formative Assignments 2 20% (10) 4,12 LO#3,4,/6-11
assessment Projects / Lab. 0 0 / /
Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 1lhr 10% (10) 7 LO#1-6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)
Lﬁ)kﬂ\ = s CL@_LJ\
Material Covered
Week 1 Ol Ggid> dapdog Cauyal
Week 2 OludYl @i Syl gladl
Week 3 Boaxdl opo e e OludYl Ggd> Olman
Week 4 Dglowd! OLLAI § Ol G5
Week 5 ddgll 3819l § OLusY! Goa>
Week 6 Al Sl 2l § Olud)l B9a>
Week 7 ALaidYlg dolailly dslaizYly duaseal Ol Bgi>
Week 8 a9l Ol Bgi> lilass
Week 9 (dxogll) duds Wl oLl Bgi> bilass
Week 10 OLudY! Bgdzns uluadl e Al Olsly))
Week 11 O Lud)l Bgie Lgdl icly duagSodl e Oladaiall ¢ g
Week 12 dubolyaarll pggan
Week 13 Lelgsly byodl pggan
Week 14 dalisall (plslly Ol 4l § &bl gall
Week 15 Oloiol

Learning and Teaching Resources
inm} ela_ﬂ\ JJLA.A

Available in the
Text
Library?

Required Texts (lglo dlarpoliane sl Oluddl Goi /oS Yes
(S pie oLy
S| IETY: LS

Recommended Texts oLl g /o No
Qg do> L

https://www.noor-book.com/

https://www.un.org/ar/about-us/universal-declaration-of-human-rights

Websites
https://ar.wikipedia.org/wiki/



https://www.noor-book.com/%D9%83%D8%AA%D8%A7%D8%A8-%D8%A7%D9%84%D8%AD%D8%B1%D9%8A%D9%87-
https://www.un.org/ar/about-us/universal-declaration-of-human-rights
https://ar.wikipedia.org/wiki/%D8%AD%D9%82%D9%88%D9%82_%D8%A7%D9%84%D8%A5%D9%86%D8%B3%D8%A7%D9%86
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Grading Scheme

Group Grade gest:i] Marks (%) | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good I due 80 -89 Above average with some errors
(S:(;:tie:;oG)roup C - Good NVES 70-79 Sound work with notable errors

D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A eodl W8) Csly | (45-49) More work required but credit awarded
(0-49) F - Fail Cwel)y (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
duhyl 83ladl Ologlan

Module Title Engineering Drawing Module Delivery
Module Type S
Theory
Module Code CEN11004 O Lecture
O Lab
ECTS Credits 5 O Tutorial
Practical
SWL (hr/sem) 125 [J Seminar
Module Level 1 Semester of Delivery | 1
Administering Cybersecurit College Engineerin
Department y y & 8 &
Module Leader e-mail
Module Leader’s Asst Lecturer Module Leader’s Master
Acad. Title ’ Qualification
Module Tutor Asst. Lec. Marwa Abiead Khioon | e-mail | marwa.aubied@kus.edu.iq
Peer Reviewer Name e-mail
Scientific Committee Version
lenti ! 21/12/2025 on 110
Approval Date Number

Relation with other Modules

3 Ayl Slgall ao dBMall

Prerequisite module

None Semester

Co-requisites module

None Semester
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Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phall 5L 9 Ayl B3l LIl

The module aims to develop students’ ability to communicate technical ideas
through graphical representation. It covers the fundamentals of engineering

. L. drawing, use of instruments, geometric constructions, orthographic and isometric
Module Objectives g & grap

! ‘ jections, ional views, . oning. i .
ol 5L Cilsa projections, sectional views, and dimensioning. Students will learn to interpret and

create machine and assembly drawings following BIS/ISO standards and gain
introductory skills in computer-aided drafting (CAD). The course enhances
visualization, accuracy, and understanding of engineering components and
systems.

1. Identify and correctly use engineering drawing tools to create accurate
geometric constructions and basic shapes.

2. Apply fundamental drafting techniques to draw lines, circles, tangents,
polygons, and divided segments with precision.

3. Use engineering scales and dimensioning standards to add measurements,
annotations, and proportional enlargements/reductions.

Module Learning 4. Explain and apply the principles of orthographic projection to produce front,

Outcomes top, and side views of engineering objects.

Aol Hall salall alasl) s jAa

5. Construct isometric and oblique 3D drawings using 30° and 45° projection
angles to visualize objects in three dimensions.

6. Generate or infer missing views by deriving the third projection from two
given orthographic projections.

7. Produce complete, accurate technical drawings that meet engineering
standards and demonstrate the ability to communicate design ideas

effectively.




alall Condly Sl @adall 8055 - Glyall sy g0
2 slall £, daslr
(dj}“ 5_)3.).”) L}M‘ L’)A)” @JJ.@J\ ‘3 u""j:’_)}’&’
L9 B9 YL+ - (dewhyd Jgaad dlel) Wl gin )]
deluw YO = dpygl du>9 S

Indicative Contents
Lol ) iy siaall

1. Introduction to Engineering Drawing [8hrs]
e Importance and applications of engineering drawing
e Drawing instruments, materials, and sheet layouts
e BIS/ISO standards, lines, lettering, and dimensioning
2. Geometric Constructions [7hrs]
e Basic geometrical figures
e Tangents, polygons, and curves (ellipse, parabola, hyperbola)
3. Orthographic Projection [10hrs]
e Principles of projection
e Projection of points, lines, planes, and solids
e Conversion of pictorial to orthographic views
4. Sectioning of Solids and Development of Surfaces [8hrs]
e Types of sectional views
e Development of lateral surfaces for solids
5. Isometric and Perspective Projection [8hrs]
e Isometric scales, isometric views, and projections
e Perspective projection of simple objects
6. Dimensioning and Conventional Representations [4hrs]

e Dimensioning standards and techniques

e Symbols for materials, threads, welds, and surface finish

Learning and Teaching Strategies

oty el ol el

1- Conducting practical examinations.

Strategies 2- Short tests.
3- Weekly exercises.
Student Workload (SWL)
LCW‘ Vo) O o g,JUaJJ stb.U\ Jod
Structured SWL (h/sem) 48 Structured SWL (h/w)
Juadl) JA Ul el ol ) Jaal) e sand calldall aliiall asd 5l Jaall
Unstructured SWL (h/sem) 7 Unstructured SWL (h/w)
Jeail) IS Ul alsiidl) pue sl Al Jaal) Lo pandd Ul aiall el ) Jasll

Total SWL (h/sem)
Joadl) I U ISl 5] Ja

125
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Module Evaluation
daal al) Balall anss
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (5) 5and 10 LO #1- #5 and #5-#10
Formative Assignments 10 20% (2) Continuous | All
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 0 0% (0)
Summative Midterm Exam 1lhr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl mleiall

Material Covered

Week 1 Learn about drawing tools and the concept of drawing

Week 2 Use tools to draw shapes

Week 3 Executing and drawing lines, tangents, circles and drawing polygons.

Week 4 Draw and divide straight lines and draw tangent lines and polygons.

learns the dimensional mode in drawing and the knowledge of the scale and the way to reduce and
Week 5
zoom in

Week 6 Writing different types of dimensions

Week 7 Learn the concept of projection and recognize the three levels of projection

Week 8 learns to draw the three projections and how to get out the flip chart

Week 9 Exam

Week 10 | Draw the 3D geometric perspective on two 30- and 45-angle lines

Week 11 | Draw the 3D geometric perspective on two 30- and 45-angle lines

Week 12 | Training in drawing a three-dimensional engineering perspective

Week 13 | Training in drawing a three-dimensional engineering perspective

Week 14 | The conclusion of the third projection from two known projections

Week 15 Evaluate the students
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Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1 Learn about drawing tools and the concept of drawing

Week 2 Use tools to draw shapes

Week 3 Executing and drawing lines, tangents, circles and drawing polygons.

Week 4 Draw and divide straight lines and draw tangent lines and polygons.

Week 5
zoom in

learns the dimensional mode in drawing and the knowledge of the scale and the way to reduce and

Week 6 Writing different types of dimensions

Week 7 Learn the concept of projection and recognize the three levels of projection

Week 8 learns to draw the three projections and how to get out the flip chart

Week 9 Exam

Week 10 | Draw the 3D geometric perspective on two 30- and 45-angle lines

Week 11 | Draw the 3D geometric perspective on two 30- and 45-angle lines

Week 12 | Training in drawing a three-dimensional engineering perspective

Week 13 | Training in drawing a three-dimensional engineering perspective

Week 14 | The conclusion of the third projection from two known projections

Week 15 Evaluate the students

Learning and Teaching Resources
w)ﬁ.“j ?X"ﬂ‘ JJLAAA

Text

Available in the Library?

- Reddy, V. K. (2008). Textbook of engineering drawing: Part 1. Bs
publications.

Required Texts Shah, M. B., & Rana, B. C. (2009). Engineering Drawing. Pearson Yes
Education India.
- practice problems for engineering drawing
- Technical drawing & Solidworks
Recommended . . -
-Engineering Drawing No
Texts . . . .
-practice problems for engineering drawing
Websites
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Grading Scheme

Group Grade padil) Marks % | Definition

A - Excellent Dkl 90 - 100 Outstanding Performance

B - Very Good [RENRYEN 80-89 Above average with some errors
(S:(;:tielsgoG)roup C - Good A 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadladl 28) il 5 | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
Loy ! B3l iloglas

Module Title PhySICS Module Delivery
Module Type S X Theory

O Lecture

CEN11005

Module Code Lab
ECTS Credits 5 O Tutorial

O Practical
SWL (hr/sem) 125 .

J Seminar
Module Level 1 Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Dr. omar kanaan noori albasri e-mail omar.k84@kus.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification PhD.
Module Tutor | Asst. Lec. Marwa Abiead Khioon e-mail marwa.aubied@kus.edu.iq
Peer Reviewer Name e-mail
Scientific Committee Approval b1/12/2025 Version Number 10
Date

Relation with other Modules
S5 &yl Slgall ao dBMall

Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents

Lol Gbgizally elatdl Z5L59 duwshyldl B3L)l Bl

Module Aims
Gyl Baladl Colua]

e Tointroduce the fundamental concepts and branches of physics, including
physical quantities, units, vectors, and the nature of electric charge, fields,
and forces.

e To explain the structure of atoms, types of matter, and the behavior of
electric charge, emphasizing Coulomb’s law, electric dipoles, and electric
potential energy.

e To develop understanding of basic electrical principles, including Ohm’s law,
resistance, capacitance, inductance, and the behavior of AC circuits

e _.Tointroduce the physics of semiconductors, including atomic configuration,
carrier concentration, doping, and the distinction between intrinsic and
extrinsic materials.

e To describe the formation and operation of PN junctions and semiconductor
diodes under forward and reverse bias.

Module Learning
Outcomes

Aesayld] Blall @hatll slory e

e Explain the fundamental concepts and branches of physics, including physical
guantities, units, vectors, and the nature of electric charge, fields, and atomic
structure.

e Apply the principles of electric charge interactions, including charging by induction
and friction, Coulomb’s law, and electric field analysis using field lines and dipole
concepts.

e Analyze basic DC and AC circuits by applying Ohm’s law and the concepts of
resistance, capacitance, and inductance, including series and parallel connections.

e Calculate inductive and capacitive reactances (XL and XC) and evaluate circuit
behavior under different electrical conditions.

e Describe the atomic structure, electronic configuration, and carrier behavior in
intrinsic and extrinsic semiconductors, including the effects of doping.

e Explain the formation, biasing, and characteristics of PN junctions and
semiconductor diodes, including Zener behavior and VI characteristics.

e Design and test diode-based and semiconductor circuits such as rectifiers, voltage
regulators.

Indicative Contents
a:\.)ub)}“ C)b}'m.l‘

¢ Introduction to Physics and Physical Quantities

Branches of physics, fundamental quantities, units, and vectors. Measurement systems
and dimensional analysis. [3 hrs]

e Electric Charge and Structure of Matter

Electric charge, structure of atoms, and types of matter. Conservation of charge,
charging by induction and friction. [3 hrs]

e Electric Forces and Fields

Electric forces on uncharged objects, Coulomb’s law, and the concept of the electric
field. Electric field due to a point charge and representation using field lines. [4 hrs]

¢ Electric Dipoles and Potential Energy

Electric dipole concepts, forces and moments on dipoles, and electric potential energy
in electrostatic systems. [3 hrs]

e Current, Resistance, and Capacitance
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Ohm'’s law, electrical resistance, and capacitance. Capacitors in series and parallel
connections. Introduction to RC circuits and their behavior. [5 hrs]

¢ Inductance and AC Circuits

Principles of inductance, inductive reactance (X)), capacitive reactance (Xc), and basic
AC circuit analysis. [5 hrs]

¢ Physics of Semiconductors

Atomic structure, electronic configuration, energy bands in solids, and types of
materials (conductors, insulators, semiconductors).

[4 hrs]

e Carrier Concentration and Doping

Intrinsic and extrinsic semiconductors, carrier generation and recombination, N-type
and P-type semiconductors, and doping effects. [5 hrs]

¢ PN Junction Theory

Formation of depletion region, junction potential, and VI characteristics under forward
and reverse bias conditions. [5 hrs]

¢ Semiconductor Diodes

Operating principles, actual diode characteristics, Zener region, and temperature
effects. [7 hrs]

¢ Diode Applications

Load-line analysis, rectifier circuits (half-wave and full-wave). [8 hrs]

¢ Laboratory Applications

Practical experiments involving diode and transistor circuits, measurements, analysis,
and verification of theoretical concepts. [8 hrs]

Learning and Teaching Strategies

oalatlly @t bzl Aol

e Lectures: Present key concepts from basic physics to semiconductor theory using
visuals, simulations, and real-world examples.

e Tutorials: Reinforce understanding through problem-solving on electric fields,
circuits, and semiconductor behavior.

e Laboratory Work: Conduct hands-on experiments on electrical circuits, PN
junctions, and diode characteristics.

e Active Learning: Encourage participation through discussions, demonstrations,
and short in-class activities.

® Independent Study: Support self-learning using textbooks, online resources, and
preparatory review before exams.

Strategies
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Student Workload (SWL)
Lo gl 10J geuma CIUall gyl Jazel!

Structured SWL (h/sem) 63 Structured SWL (h/w) 4
addl I CJlall elatiall (qolyld] Joxd! L gueanl (Ul @laxill gyl Josell

Unstructured SWL (h/sem) 62 Unstructured SWL (h/w) 4
il I Il elaziall pe gyl Josull b genl CIlall elatinll s (qolyd! Josull

Total SWL (h/sem) 125

Qo] M5 CUal U1 guhll Jass)

Module Evaluation

Time/Nu . Relevant Learning
. Weight (Marks) Week Due .

Quizzes 2 10% (5) 5, 10 LO #1-3/ LO#4-6
Formative Assignments 2 10% (5) 4,12 LO#1-3/LO#9-11
assessment Projects / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 All
Summative Midterm Exam 1hr 10% (10) 8 LO#1-6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

el £ gl zlginll

Material Covered

Week 1 Branches of physics, Fundamental quantities, Units, and vectors

Week 2 Electric charge, electric field, electric charge and structure of atoms, types of matter, charge is
conserved, charging by induction and friction

Week 3 Electric forces on uncharged objects, Coulomb's law

Week 4 Electric field, electric field on a point charge, electric field lines

Week 5 Electric dipole, forces, moments and electric potential energy

Week 6 Ohm's Law, resistance and capacitance,

Week 7 capacitor in series and parallel, inductive CCT,

Week 8

inductive resistance XL, capacitive reactance XC
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Week9 | Mid exam

Week 10 Semiconductors, Some Definitions ,The electronic configuration in atoms

Week 11 | Carrier Concentration in Intrinsic Semiconductor ,Doping

Week 12 | Intrinsic Semiconductors &Extrinsic Semiconductors, N - type Semiconductors, P - type
Semiconductors

Week 13 PN Junction: Formation of Depletion layer, Junction Potential, Forward Biased PN junction, Reverse
biased PN junction.

Week 14 | semiconductor Diodes: Diode Operating Conditions, Actual Diode Characteristics, Zener Region

Week 15 | preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1,2 Ohm's Law and Non Ohmic materials

Week 3,4 Electrical resonance phenomenon

Week 5,6 Generating electricity using field magnetic

Week 7,8 Calculating the electrical forces and Distance between electrical charges

Week 9,10 P.N junction diode

Week 11,12 Experience Diode properties

Week 13,14 | Using a silicon transistor as a circuit switch




Learning and Teaching Resources
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Available in the
Text
Library?
Required Texts Neamen, D. A (2912). Semicondygtor Physics anc{ ves
Devices: Basic Principles, 4th Edition, McGraw-Hill
Education.
Boylestad, R. L., & Nashelsky, L. (2020). Electronic
TG RS De\);ices an,d Circ’uit Theory, 12yt’h Ecgition,)Pearson yes
Education.
Websites e All About Circuits: https://www.allaboutcircuits.com
e Electronics Tutorials: https://www.electronics-tutorials.ws
Grading Scheme
Ol alaso
Group Grade el Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good [SEgeve: 80 -89 Above average with some errors
(S:(;:(ielsgoG)roup C - Good RVES 70-79 Sound work with notable errors
D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgste 50-59 Work meets minimum criteria
Fail Group FX — Fail (ddlaadl W8) cwnly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks with Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example
a mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION CATALOGUE
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Module Information
W\Jﬂ\ X\A QLA}LLA

Module Title Biology Module Delivery
Module Type Basic Theory
Lecture
Module Code
CYE11006 OLab
ECTS Credits 4 O Tutorial
O Practical
SWL (hr/sem) 100 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Reem Alaulddin Jameel e-mail reem.alaulddin@kus.edu.iq
Module Leader’s Acad. Title ASST. Lecturer Module Leader’s Qualification M.Sc
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval .
21/12/2025 Version Number 1.0
Date
Relation with other Modules
A Dl 5ol 3 sall ae 48l
Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents
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Module Aims

Aaud ) salal) Calaal

This module aims to :
1-To understand life, chemistry and water continued: biological molecules,
2-To recognize cells and membranes

3-To identify Energy, Enzymes and Biological reactions, cellular respiration,
photosynthesis

4-To understand cell division: mitosis and miosis: Mendel, Genes and inheritance,
genes, chromosomes and human genetics

5-To understand DNA structure, Replication and Organization. From DNA to protein
Biotechnology and cell processes and transport (Passive and active)

Module Learning
Outcomes

Al pall 3alall aladl) s j3a

1. Explain fundamental biological concepts and relate them to cybersecurity
and biometric systems.

2. Describe cellular structures and their relevance to biological data used in
modern authentication technologies.

3. Interpret the structure and function of DNA and genetic information as they
apply to identity verification and biometric uniqueness.

4. Analyze the role of proteins, enzymes, and biological molecules in biometric
sensing and recognition technologies.

5. Explain major physiological systems (nervous, muscular, sensory) and their
connection to biometric signal generation and data acquisition.

6. Compare different human biometric modalities (fingerprint, iris, retina, voice,
gait, etc.) based on biological structure and variability.

7. Evaluate human biological diversity and population genetics and discuss their
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implications for fairness, accuracy, and bias in biometric systems.

8. Assess privacy, ethical, and security issues associated with the collection,
storage, and processing of biological and biometric data.

9. Identify and describe biometric devices, sensors, and technologies based on
underlying biological principles.

10. Integrate biological knowledge with cybersecurity concepts to analyze real-
world biometric security case studies.

Indicative Contents
4L, Y1 il siaall

Indicative content includes the following:

A- Introduction to Biology

Concepts:Life, Chemistry and water, Life, Chemistry and water continued:
Biological Molecules, Cells and Membranes, Energy, Enzymes and Biological
reactions continued, Cellular respiration, Photosynthesis, Cell division: Mitosis
and Miosis: Mendel, Genes and inheritance

[20 hrs]

B- Genes and DNA
Genes, chromosomes and Human Genetics, DNA structure, Replication and
Organization, From DNA to protein Biotechnology, Cell processes |- Transport
(Passive and active)

[10 hrs]
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Learning and Teaching Strategies

aabeil) g alail) Cilia il sind

1. Lectures: Interactive lectures will provide theoretical knowledge on optical
mineralogy concepts, techniques, and applications.

2. Laboratory Sessions: Hands-on laboratory sessions will allow students to
practice using polarized light microscopy and develop skills in mineral
identification and interpretation.

3. Case Studies: Analysis of real-world examples and case studies will help

students understand the practical applications of optical mineralogy.

Independent Research Projects: Students will be encouraged to undertake

independent research projects using optical mineralogy techniques to gain

practical experience and develop research skills.

5. Group Discussions: Group discussions and peer-to-peer learning will foster
collaboration and deeper understanding of optical mineralogy concepts.

6. Assessments: Assessments, including quizzes, laboratory reports, and a final
examination, will evaluate students' understanding of theoretical knowledge
and their ability to apply optical mineralogy techniques

Strategies 4.

Student Workload (SWL)
GalUall sl 53l Jaal
Structured SWL (h/sem) 33 Structured SWL (h/w) 5
daadl) Pa Qllall alaiiall sl all Jeal) Lo ol Ll alziiall el 5l Jaall
Unstructured SWL (h/sem) - Unstructured SWL (h/w) A
duadll A Qllall alatiall ye o jall Jeal) Lo saud Callall aliisall e s yall Jaal)

Total SWL (h/sem)
Joadl) JI Ul ISl 5l Jaal

100

Module Evaluation

Al ) saldl) e.us]
Time/Nu Relevant Learning
. Weight (Marks) Week Due .

Quizzes 2 10% (5) 4,10 LO #1- #3 and #4 - #9
Formative Assignments 2 20% (10) Continuous | LO #5 and #12
assessment Projects / Lab. — | ]

Report 1 10% (10) 13 All
Summative Midterm Exam 1hr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)

R o pu) el
Material Covered
Week 1 Introduction to Biology in the Context of Cybersecurity
Week 2 Cells: Structure, Function, and Relevance to Biometric Systems
Week 3 DNA and Genetic Information: Basics for Biometric Identification
Week 4 Proteins and Enzymes: Biological Molecules in Security Applications
Week 5 Human Physiology Overview: Nervous and Muscular Systems
Week 6 Sensory Systems and Data Acquisition: Vision, Fingerprint, and Voice
Week 7 Skin and Fingerprints: Structure, Formation, and Uniqueness
Week 8 Iris and Retina: Eye Anatomy and Biometric Recognition
Week 9 Voice and Speech: Vocal Anatomy for Voice Authentication
Week 10 | Behavioral Biometrics: Gait, Keystroke Dynamics, and Patterns
Week 11 | Human Variation and Population Genetics: Implications for Security
Week 12 | Biological Data Privacy and Ethics: Storing and Protecting Biometric Data
Week 13 | Introduction to Biometric Devices and Sensors
Week 14 | Case Studies in Biometric Security Systems
Week 15 | Revision and Integration: From Biology to Cybersecurity Applications
Delivery Plan (Weekly Lab. Syllabus)
DAl e gl el
Material Covered
Week 1
Week 2
Week 3
Week 4
Week 5
Week 6
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Learning and Teaching Resources
u.u..g‘).ﬁj\} (J’_\S\ JJLJ.AA

Available in the
Text
Library?

Required Texts Johnson, A. T. (2018). Biology for engineers. CRC Press. no

Jain, A. K., Ross, A. A., Nandakumar, K., & Swearingen, T.

(2024). Fingerprint recognition. In Introduction to
Recommended Texts no
Biometrics (pp. 75-117). Cham: Springer International

Publishing.
Websites
Grading Scheme

Group Grade i) Marks (%) | Definition

A - Excellent Okl 90 - 100 Outstanding Performance

B - Very Good [KENRYEN 80-89 Above average with some errors
(S:(;:tielsgoc;roup C - Good RTEN 70-79 Sound work with notable errors

D - Satisfactory L 5 60 - 69 Fair but with major shortcomings

E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aaddll 28) i) ) | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

a5 s eJladl Juar o) GV o (Y1 eSO dodladl ) -0 e Ja5 9T 33 (@1 & all coladlall oy i 12>
"zl (e doyd)l Qgudl OV 5 el Y duoliw daeladl G (08 ] 08,8 dodle 0,85 @i iy 00 (] 0£.0 dodle
ol o gall Bl (st 098w b poxiandl Jd (30 dgiandl lodlal) gl adaddl 016 1)
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MODULE DESCRIPTION CATALOGUE

Module Information
Agual )} B3l il glae

Module Title Digita] Logic Design Module Delivery
Module Type Core Theory
Module Code CYE11007 t:;""e
ECTS Credits 6 O Tutorial

[ Practical
SWL (hr/sem) 150 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Samer kais jameel e-mail samer.kais@kus.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor Lect. Ahmed Sabri e-mail eng.ahmed.sabri@kus.edu.iq
Peer Reviewer Name e-mail
Scientific Committee Approval Date | 21/12/2025 Version Number 1.0

Relation with other Modules

6 DAY Agual 5l 3l gall ae 28D

Prerequisite module None Semester

Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents

LoliyYl Gbgizally platll glEg dushylll 55l Sl

This module aims to introduce students to the fundamental principles and applications
Module Aims of digital electronics as a foundation for intelligent and robotic systems. It focuses on
understanding logic circuits, number systems, and digital components used in
computing, control, and embedded applications. Students will gain the ability to
design, analyze, and implement digital systems that interface with sensors, actuators,

Gyl Balall Colua]

and microcontrollers used in Al and robotics.

1. Differentiate between analog and digital systems and explain their roles in
modern technologies such as Al and robotics.

2. Perform number conversions and binary arithmetic operations across different
numeral systems (binary, octal, decimal, hexadecimal).

3. Identify and analyze the functions of basic logic gates and construct truth tables

el e for simple digital circuits.

Outcomes
4. Apply Boolean algebra laws and theorems to simplify and optimize digital circuit
designs.
8ol @daddl Ol y3e0
i ) 5. Design and minimize combinational logic circuits using Karnaugh maps (K-Maps)
dply ) and implement basic circuits such as adders, subtractors, multiplexers, and
decoders.
6. Construct and evaluate sequential logic circuits using various flip-flops, counters,
and shift registers to perform timing and memory functions.
7. Integrate combinational and sequential circuit concepts to design control systems
for practical applications in robotics and automation.
1. Introduction to Digital Electronics [4hrs]
e Basic principles, design methods, and relevance to intelligent and robotic
systems.
Indicative Contents 2. Analog vs. Digital Signals [4hrs]

Aol Y wlgisad!

e Characteristics, distinctions, and applications in modern electronic systems.
3. Number Systems and Binary Arithmetic [8hrs]

e Binary, decimal, hexadecimal systems; conversions and arithmetic
operations.
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4. Logic Gates and Boolean Algebra [8hrs]

e Logic functions, truth tables, Boolean expressions, and algebraic
simplification.

5. Karnaugh Maps for Logic Optimization [4hrs]
e Techniques for circuit minimization and simplification.
6. Combinational Logic Circuits [9hrs]

e Adders, subtractors, encoders, decoders, multiplexers, and related
components.

7. Sequential Logic Circuits [9hrs]
e Flip-flops, registers, counters, timing circuits, and state-based design.
8. Circuit Implementation and Testing [7hrs]

e Use of simulation tools and laboratory exercises for validation and
troubleshooting.

9. Interfacing and Applications in Robotics [7hrs]

e Integration with sensors, actuators, and microcontrollers for robotic control
and Al-driven decision systems.

Learning and Teaching Strategies

pdatl) g alatl) laas) yiul)

1. Lectures: Interactive lectures will provide theoretical knowledge on optical
mineralogy concepts, techniques, and applications.

2. Laboratory Sessions: Hands-on laboratory sessions will allow students to
practice using polarized light microscopy and develop skills in mineral
identification and interpretation.

3. Case Studies: Analysis of real-world examples and case studies will help
students understand the practical applications of optical mineralogy.

Strategies 4. Independent Research Projects: Students will be encouraged to undertake
independent research projects using optical mineralogy techniques to gain
practical experience and develop research skills.

5. Group Discussions: Group discussions and peer-to-peer learning will foster
collaboration and deeper understanding of optical mineralogy concepts.

6. Assessments: Assessments, including quizzes, laboratory reports, and a final
examination, will evaluate students' understanding of theoretical knowledge
and their ability to apply optical mineralogy techniques
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Structured SWL (h/sem)

ol s el elaziall guhll Jassl

Unstructured SWL (h/sem)

sl I3l IUal) @latiall e guhll Jol

Student Workload (SWL)
uall =l Jaall
Structured SWL (h/w)
63 4
e saul alldall alaiiall ol all Jasll
Unstructured SWL (h/w)
87 5

e sanl calldall aliiall el Hall Jasl)

Total SWL (h/sem)

Jradll M5 el U1 (gl Jass)

150

Module Evaluation

daal al) Balall anss
Time/Nu Relevant Learning
. Weight (Marks) Week Due PP,

Quizzes 2 10% (5) 5and 10 LO #1- #4 and #6-#9
Formative Assignments 2 10% (5) Continuous | LO #5 and #10
assessment Projects / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 All
Summative Midterm Exam 1hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Lﬁ)u\ ‘;cj,w‘)’\ Gl.@_'\.d\

Material Covered

Week 1

Introduction to Digital and Analog Systems
e Difference between analog and digital signals.
 Role of digital systems in Al and robotics.




alall Condly Sl @adall 8055 - Glyall sy g0
2 slall £, daslr
(dj}“ 5_)3.).”) L}M‘ L’)A)” a.wJJ.gJ\ k3 u“ﬁ:’)ﬁj&’
L9 B9 YL+ - (dewhyd Jgaad dlel) Wl gin )]
deluw YO = dpygl du>9 S

) [
L é

O
P 0

N
Pupic of ¥ &
% blic of ©_ 8

& L&
Qucation and

Number Systems and Binary Arithmetic
Week 2 * Binary, octal, decimal, and hexadecimal systems.
e Number conversions and binary operations.

Logic Gates and Truth Tables
Week 3 * Basic logic operations (AND, OR, NOT, NAND, NOR, XOR, XNOR).
e Circuit representation and practical examples.

Boolean Algebra
Week4 | o |aws and theorems of Boolean algebra.
¢ Simplifying digital circuits using Boolean expressions.

Karnaugh Map (K-Map) Simplification
Week5 | o Logic function minimization using K-Maps.
¢ Designing optimized logic circuits.

Combinational Logic Circuits — Part 1
Week 6 e Half and full adders, subtractors.
eBasic combinational circuit design.

Week 7 Mid-term Exam

Week 8 Combinational Logic Circuits — Part 2
e Multiplexers, demultiplexers, encoders, and decoders.

Week 9 Practical Applications of Combinational Logic
¢ Designing control and decision circuits.
¢ Real-world examples in robotics and Al.

Week 10 | Introduction to Sequential Logic Circuits
e Basic concepts of memory and timing.
¢ Introduction to latches and flip-flops.

Week 11 | Flip-Flop Types and Applications
* SR, JK, D, and T flip-flops.
* Edge-triggering and clock behavior.

Week 12 | Sequential Circuits Design
* Using flip-flops to design counters and registers.
¢ Timing diagrams and sequence generation.

Week 13 | Counters and Shift Registers
e Asynchronous and synchronous counters.
e Shift register operation and applications.

Week 14 | Sequential Circuits — Applications
¢ Implementing control logic using sequential circuits.
e Case studies in robotics and automation.

Week 15 | Review and Final Exam Preparation
e Comprehensive course review and practical revision.
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Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Introduction to the Digital Laboratory

Week 1 Familiarization with lab equipment (breadboard, power supply, logic probes); safety
instructions and introduction to digital signals.
e Number Systems and Logic Levels
Week 2 Practice binary-to-decimal conversion and verify digital HIGH/LOW levels using simple LED
circuits.
Week 3 e Logic Gates — Basic Operations
Build and test basic logic gates (AND, OR, NOT, NAND, NOR) using ICs; verify truth tables.
Week 4 e Logic Gates — Combined Circuits Construct compound logic expressions; analyze and test
outputs using logic probes or simulation.
e Boolean Algebra and Simplification
Week 5 Apply Boolean simplification on given circuits and implement simplified versions using
hardware or simulation software (e.g., Logisim).
e Karnaugh Map Practice
Week 6 Simplify logic functions using K-map methods and compare complexity before and after
reduction.
e Midterm Lab Evaluation
Week 7
Assessment on experiments from Weeks 1-6 (circuit building, analysis, and documentation).
Week 8 e Combinational Logic Circuits — Adders/Subtractors
Design and implement half adder and full adder/subtractor circuits; verify functionality.
Week 9 e Combinational Circuits — MUX and DEMUX
Build multiplexer and demultiplexer circuits and explore their data-routing applications.
Week 10 e Encoders and Decoders
Construct simple encoder and decoder circuits and test their operation using binary inputs.
Week 11 e Introduction to Sequential Logic
Observe latch and flip-flop behavior using LEDs; understand SR, D, and JK flip-flops.
e Flip-Flop Timing and Triggering
Week 12 Explore clock signals and triggering (edge vs. level); measure response using oscilloscopes or
simulation.
Week 13 e Counters
Design and test asynchronous and synchronous counters using flip-flops or IC counters.
Week 14 e Shift Registers
Implement and test serial-in/serial-out and parallel-in/parallel-out shift registers.
Week 15 e Final Lab Assessment and Demonstration




alall Condly Sl @adall 8055 - Glyall sy g0
2 slall £, daslr
(dj}“ 5_)3.).”) L}M‘ L’)A)” a.wJJ.gJ\ k3 u“ﬁ:’)ﬁj&’
L9 B9 YL+ - (dewhyd Jgaad dlel) Wl gin )]
deluw YO = dpygl du>9 S

Learning and Teaching Resources
WJJSM} eL_“d\ JJL&.AA

Available in the
Text
Library?

1. Floyd, T.L., 2011. Digital fundamentals, 10/e.
Required Texts . . yes
Pearson Education India.

1. Shiva, S.G. ed., 2018. Introduction to logic design.
CRC Press.FLOYD, Thomas L., and David
BUCHLA.

Recommended Texts 2. Nixon, M.S., 2015. Digital Electronics: A Primer- yes

Introductory Logic Circuit Design (Vol. 1). World
Scientific Publishing Company.

Websites https://www.geeksforgeeks.org/digital-electronics-logic-design-tutorials/

Grading Scheme

Group Grade il Marks (%) | Definition

A - Excellent el 90 - 100 Outstanding Performance

B - Very Good I de 80-89 Above average with some errors
(S:(;:t_:elsgoG)roup C - Good NVes 70-79 Sound work with notable errors

D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axdlandl W8) Cly | (45-49) More work required but credit awarded
(0-49) F - Fail Cawel)y (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

a3 @i el Jaaw (o) 391 5T AN AaBON Aadadl ] -0 e J&3 o 3 (a1 & ieadl olodadl oy @i 1d2>Dlo
"Tldl e doydll Qg OV S e Y duwbuw daeladl ) (08 ] 0€.8 dadle oy @i lein <00 (J] 0.0 dadle
el gl FLI Gyt 09Siw nduodl resmiaall Ui (o dgiaall coledall dumgll adadd] 018 1
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MODULE DESCRIPTION CATALOGUE

Module Information
a.:u.u\)ﬂ\ 3alall Q—lLAjl’.A

. . Module Deliver
Module Title Mathematics 11 Y
Module Type Basic Theory
Module Code CYE12008 O Lecture
O Lab

ECTS Credits 4 Tutorial

- [ Practical
SWL (hr/sem) 100 O] Seminar
Module Level 1 Semester of Delivery 2
Administering Department Cybersecurity College | Engineering
Module Leader |Husam Jasim Mohammed e-mail husam@kus.edu.iq
Module Leader’s Acad. Title Asisst. Prof. Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval 21/12/2025 Version Number 10
Date

Relation with other Modules
AN Al 5l 3l sall ae A8D)

Prerequisite module Mathematics | Semester 1
Co-requisites module Semester
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Module Aims, Learning Outcomes and Indicative Contents
L5 Y il sinall 5 aladll =il g dpul Hall 3ol Calaal

1- The student acquires knowledge and special skills to analyze and solve
mathematical equations using the relevant theories, hypotheses and laws.

2- To give a rigorous analytic approach to the definitions and properties of
Module Aims different functions
)l Bolall Colual
e 83 3- To study a number of important techniques which apply to finding integrals
for specialized classes of functions

4- Extends the students' knowledge to find how to add together infinitely
many

numbers or many powers of variables.

1. Identify the vector, length of vector, angle, intersection of plane and line and
distance.

2. ldentify the Derivative and Integral of Natural Logarithm Function,
exponential function and General Exponential Function a* with applications.

3. Discuss the Definitions, Derivatives and Integrals of Hyperbolic Functions and
the inverse of Trigonometric functions with applications.

4. Define the integration by parts as a technique of integration with applications.

Module Learning

5. Simplify the Repeated Integrations by using Tabular Integration use identities to
transform the integrals of powers of Sines and Cosines we have to find into
integrals that are easier to work with.

Outcomes

duwyd] Balel) @dadd) il y5eo
6. Describe the Procedure for a Trigonometric Substitution with applications.

7. General Description of the Integration of Rational Functions by Partial Fractions.
8. Representing Sequences and explain the Monotonic Sequence Theorem
9. Describe the Convergence and Divergence of Sequences.

10. Define the Infinite Series and the nth-Term Test for a Divergent Series
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11. Discuss the Power Series and Convergence with applications and explain the
Taylor and Maclaurin Series

12. Describe the Polar Coordinates.

13. Identify the matrix, determine of matrix and Gramer rule.

Indicative Contents
ool Yl obgiseal!

Transcendental Functions — Natural Logarithm Function, exponential function and
General Exponential Function a* [8 hrs]

Transcendental Functions —, Hyperbolic Functions and inverse of Trigonometric
Functions [10 hrs]

Techniques of integration - integration by parts, Tabular Integration, integrals of
powers of Sines and Cosines [10 hrs]

Techniques of integration - Trigonometric Substitution, Integration of Rational
Functions [8 hrs]

Infinite Sequences and Series — Sequences, Monotonic Sequence Theorem,
Convergence and Divergence of Sequences [10 hrs]

Infinite Sequences and Series — Infinite Series, nth-Term Test for a Divergent Series,
Power Series and Convergence and Taylor and Maclaurin Series [10 hrs].

Polar Coordinates [4 hrs].

Learning and Teaching Strategies

a5 alail il i

Strategies

The main strategy that will be adopted in delivering this module is to encourage students’
participation in the exercises, while at the same time refining and expanding their critical
thinking skills. This will be achieved through classes, interactive tutorials and by solving
different types of mathematical problems that are interesting to the students.
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Student Workload (SWL)

e gaul \GJquuw\JJ\M\

Structured SWL (h/sem) 43 Structured SWL (h/w) 34
Unstructured SWL (h/sem) 5 Unstructured SWL (h/w) 35
Total SWL (h/sem) 100
Module Evaluation
3,3.».»\ Jﬂ\ 3alall ?‘uﬂ
Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (5) 5and 11 LO #1, #2 and #9, #10
Formative Assignments 3 18% (6) 2 and 12 LO #3, #4 and #6, #7
assessment Onsite assign. 1 6% (6) 13 LO#5, #8 and #11
Report 1 6% (6) 13 LO #5, #8 and #11
Summative Midterm Exam 1 hr 10% (10) 7 LO #1 - #7
Assessment | Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o sl ~leidll

Material Covered

Week 1 Vector algebra, vector desc. of line, length angles and projections, vector dot and cross products
Week 2 Vector desc. of planes, intersection of planes and lines, planes: shortest distances

Week 3 Vector valued functions, revision, vector geometry

Week 4 Directional derivatives and gradient

Week 5 Partial derivative

Week 6 Application of partial derivative

Week 7 Mid exam 1

Week 8 Introduction of Integration

Week 9 Rule of integration
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Week 10 Rule of Integration for triangle function

Week 11 Engineering applications

Week 12 Matrix

Week 13 Determine of matrix

Week 14 Gramer rule

Week 15 Mid exam 2

Week 16 Preparatory week before the final Exam

Learning and Teaching Resources
U‘“.'L)ﬂ\j elaﬂ\ JALAA

Available in the
Text
Library?

Required Texts Thomas' Calculus: Early Transcendentals

15th edition | Published by Pearson (February 8th 2022) No

Copyright © 2023

Thomas' Calculus: Early Transcendentals
Recommended Texts |l 5th edition | Published by Pearson (February 8th 2022) No

- Copyright © 2023
Websites https://rodrigopacios.github.io/mrpacios/download/Thomas_Calculus.pdf
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Grading Scheme

Group Grade ) Marks (%) Definition

A - Excellent il 90 - 100 Outstanding Performance

B - Very Good s aa 80 -89 Above average with some errors
Success Group -
(50 - 100) C - Good L 70 -79 Sound work with notable errors

D - Satisfactory b gia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsie 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aalldl 18) il ) | (45-49) More work required but credit awarded
(0-49) F — Fail Q) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
W\Jﬂ\ X\A QLA}LLA
Module Title Networks Fundamentals Module Delivery
Module Type C O Theory
Module Code CYE11009 Lecture
Lab
ECTS Credits 5 O Tutorial
O Practical
SWL (hr/sem) 125 O Seminar
f

Module Level 1 Sen.1ester ° 2

Delivery
Administerin

& Cybersecurity College Engineering
Department

Module Leader Mustafa Ayad e-mail mustafa.alani@kus.edu.iq

Modul
Module Leader’s Acad. oo ?

) Lecturer Leader’s Ph.D.
Title I

Qualification
Module Tutor Lect. Ahmed Sabri e-mail eng.ahmed.sabri@kus.edu.iq
Peer Reviewer Name e-mail
Scientific Committee Version

rentil ! 21/12/2025 '

Approval Date Number

Relation with other Modules

6 AY) Al )l gall ae A8

Prerequisite module

None

Semester

Co-requisites module

None

Semester
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Module Aims, Learning Outcomes and Indicative Contents
L5 Y1 il ginall g alail) il g Al all salall Calaa

1. Introduce the fundamental concepts of computer networks and data
communication.
2. Define and explain different types of computer networks and network
architectures.
3. Explain the principles of networking standards, layered communication models,
and the OSI| and TCP/IP reference models.
4. Explain the characteristics and functions of transmission media used in data
S communication.
Module Objectives
Al all 3oLl Calaal ' . _ . - -
5. Define and describe the operation and roles of basic networking devices such as
hubs, switches, routers, and repeaters.
6. Explain the basic concepts of switching and routing in computer networks.
7. Introduce the concept of network services and client—server communication
models.
8. Develop basic practical skills in network simulation, IP addressing, and
connectivity testing using appropriate tools.
9. Introduce the relationship between networking fundamentals and cybersecurity
principles, including network vulnerabilities and attack surfaces.
1. Understand the basic concepts of computer networks and data communication.
2. Recognize different types of networks and distinguish between common
. network architectures and models.
Module Learning
Outcomes . )
3. Demonstrate understanding of networking standards and layered
) communication models, including the OSI and TCP/IP models.
Al pall 3alall aladl) s j3a
4. ldentify transmission media and explain their characteristics and applications in
data communication.
5. Recognize basic networking devices and understand the function of each device
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within a network.

6. Understand the basic principles of switching and routing in computer networks.

7. Demonstrate understanding of network services and client—server
communication concepts.

8. Perform basic network simulation tasks, including simple IP configuration and
connectivity testing using appropriate tools.

9. Understand the relationship between networking fundamentals and
cybersecurity concepts, including basic network vulnerabilities and security
considerations.

1. Introduction to Computer Networks:
e Whatis a computer network?

e Data communication fundamentals.
e Components of a network.

e Role of networks in cybersecurity.

2. Network Types and Scope:

e LAN, MAN, and WAN.

e Internetvs Intranet.

e Real-world network examples.

e Trust boundaries.

Indicative Contents
Aald )Y b sl 3. Network Architectures and Models:

e Client—Server vs Peer-to-Peer.

e Centralized vs Distributed systems.

e Availability and fault tolerance.

4. Fundamentals of Data Communication:
e Data, signals, and noise.
e Bandwidth, throughput, and latency.

e Performance bottlenecks.

5. Networking Standards and Models:
e Why standards exist?
e |SO, IEEE, and IETF.
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e Importance of interoperability.

6. OSI Reference Model:

e Layered communication.
e Role of each layer.

e Encapsulation.

7. Midterm Exam.

8. TCP/IP Model and Internet Architecture:
e TCP/IP layers.
e OSlvsTCP/IP.

e Internet communication flow.

9. Transmission Media:
e Guided vs unguided media.
e Twisted pair, fiber, and wireless.

e Media vulnerabilities.

10. Networking Devices:
e Hub, switch, router, and repeaters.
e MACuvsIP.

e Device roles in security.

11. Network Topologies:
e Bus, star, ring, and mesh.
e Fault tolerance.

e Design considerations.

12. Switching and Routing Concepts:
e Frame vs packet.
e Forwarding logic.

e Path selection.

13. Network Services and Applications:
e File servers.
e Web servers.

e Mail servers.
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e Service exposure.

14. Networking Foundations for Cybersecurity:
e ClAtriad.
e Attack surfaces.

e OSl layer vulnerabilities.

15. Course Integration and Review:
e OSl + TCP/IP integration.
e Concept synthesis.

e Exam preparation.

Learning and Teaching Strategies

aalill 5 alal) ilai) i

Strategies

Lecture.

Discussion.

Practical Experience.

Clarification and Ask Questions.
reflect on what you have learned.
reports.

Student Workload (SWL)

Structured SWL (h/sem) 63 Structured SWL (h/w) 4
Jomill I8 Ll alasiall el 5l Jaall Lo paud alall oaiial) ol yall Jaal

Unstructured SWL (h/sem) 62 Unstructured SWL (h/w) 413
Jeal) JDA Ul liiiall pe asd yll Jasll Lo sl Ll il e ol 3 Jaal '

Total SWL (h/sem)

Jondl) JIA Ul ISl 5 Jaa

125
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Module Evaluation
:\_h.u\‘)ﬂ\ 3alall ?7333
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (5) 4 and 10 LO #1 to #9
Formative Assignments 1 5% (5) 3and 12 LO #3 to #11
assessment Projects / Lab. 1 15% (15) Continuous | All
Report 1 10% (10) 13 All
Summative Midterm Exam 1lhr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
@b e pul) el

Material Covered

Week 1 Introduction to Computer Networks.

Week 2 Network Types and Scope.

Week 3 Network Architectures and Models.

Week 4 Fundamentals of Data Communication.

Week 5 Networking Standards and Models.

Week 6 OSI Reference Model.

Week 7 Midterm Exam.

Week 8 TCP/IP Model and Internet Architecture.

Week 9 Transmission Media.

Week 10 | Networking Devices.

Week 11 | Network Topologies.

Week 12 | Switching and Routing Concepts.

Week 13 | Network Services and Applications.

Week 14 | Networking Foundations for Cybersecurity.

Week 15 | Course Integration and Review.

Week 16 | Preparatory week before the final Exam
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Delivery Plan (Weekly Lab. Syllabus)
D88l e ) gl

Material Covered

Week 1 Lab 1: Identifying Network Components. (Guided Activity + Diagram Implementation)

Week 2 Lab 2: Network Classification Exercise. (Case Study Analysis)

Week 3 Lab 3: Architecture Comparison. (Structured Analytical Activity)

Week 4 Lab 4: Network Performance Observation. (Hands-on Laptop Implementation)

Week 5 Lab 5: OSI Layer Mapping Workshop. (Conceptual Activity + Diagram Implementation)

Week 6 Lab 6: TCP/IP vs OSI Comparison. (Structured Activity)

Week 7 Lab 7: Review / Practical Clarification.

Week 8 Lab 8: Packet Tracer Familiarization. (Hands-on Implementation)

Week 9 Lab 9: Basic LAN Implementation. (Hands-on Configuration)

Week 10 | Lab 10: Switch Behavior Observation. (Simulation Mode Analysis)

Week 11 | Lab 11: Basic Routing Implementation. (Hands-on Configuration)

Week 12 | Lab 12: Topology & Fault Simulation. (Implementation + Analysis).

Week 13 | Lab 13: Client-Server Simulation. (Hands-on Implementation)

Week 14 | Lab 14: Network Attack Surface Awareness. (Conceptual + Simulation)

Week 15 | Integrated Practical Assessment (Hands-on Final Exercise)

Learning and Teaching Resources
w)ﬁ.“j ?X"ﬂ‘ JJLAAA
Text Available in the Library?

Required Texts | Fundamentals of Computer Networking (2021). No (Online)
Recommended .

Fundamentals of Computer Networking (FCN). No (Online)
Texts
Websites Cisco Academy Courses.
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Grading Scheme

Group Grade padil) Marks % | Definition

A - Excellent Dkl 90 - 100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
(S:gfe:(s;oc)iroup C - Good RTEN 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 08) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
Loyl B3ledl o glas

Module Title Arabic Language 1 Module Delivery
Module Type S Theory
Lecture
Module Code KUS12010 O Lab
ECTS Credits 2 O Tutorial
O Practical
SWL (hr/sem) 50 O Seminar
Module Level 1 Semester of Delivery 2
Administering Department Cybersecurity College Engineering
Module Leader Rasha Mahdi e-mail Rasha.mahdi@kus.edu.iq
Module Leader’s Acad. Title ASST. Lecturer Module Leader’s Qualification M.sc
Module Tutor e-mail
Peer Reviewer Name e-mail
Is;ai::tiﬁc Committee Approval 21/12/2025 Version Number 1.0
Relation with other Modules
3! Ayl sl gall ao A8l
Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents

Lol Olgisally phatll 3L 9 Ayl B3l LIl

Module Aims

Gyl Baledl Colual

Oludll @ugas )
oebes St Jaalll - O3V dgs Y
oukas Ky yylslly gl sl - drowny)l Slblially CaSH &elp e dals .Y

Module Learning
Outcomes

oled) @il Ol y3en
Ayl

Lol delgall Aypae - doyall Lalll plas bgiuw ) Byadl) Jiaii (I doladl A3panll ilaryirs
(deVlg Lgalll Olaianll b Casyasll - dosYl yalglally duadl galedl Ciuog - Ldpally

hlgs - daladl /) gnall Whlgall - digall ol dkoad) Ohlgall - JASHYI dadll wllgal) JI UYL
( @MY aadls @udlly Glalxidl- Gloghaedl dudly cJlas)!

Indicative Contents
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Learning and Teaching Strategies

padatl) g aladl) laas) il
o b ] coladl i (§ e
Broleall -
Strategies dadladl -y
Csladl Call oY
Aol dwlys £
Student Workload (SWL)
\.c;}.u.»\ \oik._lwk._}jw‘;u‘)ﬂ‘ Jaall
Structured SWL (h/sem) 33 Structured SWL (h/w) 5
el I Ul plasiall gyl o) e gl Ual) @baziall (gulpall Jool
Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) 1
el U3 LIl plaziadl p gohyldl Josd! e gl Ul @latiall e (bl ool
Total SWL (h/sem) -
ot I35 Iall JSI1 guhdl Janll




el Codly JLl edasd) 8yl - Blyall &) g40>
o shall £, daolr
(dj}“ 5_)3.).”) L}M‘ L’)A)” @JJ.@J\ ‘3 u""j:’_)}’&’
L9 B9 YL+ - (dewhyd Jgaad dlel) Wl gins )]
delus YO = 2\59)3\ 5J¢>3 L,S

Module Evaluation
Al al) Balall avds
Time/Nu Relevant Learning
- Weight (Marks) Week Due T

Quizzes 2 20% (10) 5,10 1-5/6-9
Formative Assignments 1 10% (10) 4,12 LO#3,4,/6-11
assessment Projects / Lab. 0 0 / /

Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 1hr 10% (10) 7 LO#1-6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Lﬁ,)u\ = Y| C\.@.Ld\
Material Covered
Week 1 A Bl Yo (3 i 93 40289 Lgalundly Lgtadly duyadl Aal1 £S5 Slaay Cisyall
Week 2 el patd! Jas dx2.Sy aladl| Byadg Jaogl Brad (o el
Week 3 Los dads 439 doludly dg9daally suall
Week 4 el 3 Aslitn Joor J) Usrogl) padl auk's 248 et ladle
Week 5 ol LSSy Sgalll clayl (3 5l
Week 6 450y Jelall (3 dugaed 8ol
Week 7 Lol &Sy dnladl Lgslll LIUEYI
Week 8 Blyads jlg (uyads (ppas (o Lilge
Week 9 Midterm exam
Week 10 Glos Lgangig gelgil el LUS (§ dumgrally dnalall uusd)l
Week 11 ol Bled! Ggasne Jayg duaw,ll S poaal daaS
Week 12 @iy danludl Je egunll Jadudy 3yl O § 8l
Week 13 e dids 53 Jguoly dclgily LSl
Week 14 23UWly @udll 3 Lg Bpolne
Week 15 el ruoualy A6y ogoudl delgdll Gadad (3 dudas 093
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Learning and Teaching Resources
U"‘:’Jﬂ\} eL_“d\ JJL&.AA

Available in the
Text
Library?

Sl odue .)/M‘PU‘ 1olS -\
Required Texts aral G 3! e — polaisVl p alud doladl doyadl 2301 - Yes

O s ..)/éb)‘j:dﬂ -\
bl ode o / fadatll G pall -Y
Recommended Texts 35S bl — Agyal) Aall sy gedlio (§ 05y Y Yes

S e 9385 — (masasiiall aad damelodl &opall + ) o e -¢

Websites
Grading Scheme

Group Grade il Marks (%) | Definition

A - Excellent kel 90 - 100 Outstanding Performance

B - Very Good NENVES 80-89 Above average with some errors
(s:;fefgoc;mu') C - Good NVES 70-79 Sound work with notable errors

D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
Al all 3alal) ila slase
Module Title . Module Deliver
English Language I y
Module Type B XTheory
XlLecture
Module Code KUSIZOI 1 O Lab
ECTS Credits 2 O Tutorial
(I Practical
SWL (hr/sem) 50 O Seminar
Module Level ual Semester of Delivery 2
Administering Department Cybersecurity College | Engineering
Module Leader Huda Salih Munshid e-mail Huda.salih@kus.edu.iq
Module Leader’s Acad. Title Assistant Lecturer Module Leader’s Qualification | Master
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval ]
D PP 21/12/2025 Version 1.0
ate
Number
Relation with other Modules
A Al all o) gl ae A8l

Prerequisite module Semester
Co-requisites module Semester
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Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
sl ) salall alaal

The prescribed textbook for first-year students in non-English departments and the
Engineering English handout have been designed for beginner learners of English; and
after studying it, students are expected to gain knowledge of the basic level and its
language skills. In each unit of the book, the instructor directs students’ attention to
four main aspects:

1. English grammar.

2. Engineering vocabulary.

3. Development of the four language skills: reading, writing, listening, and
speaking.

4. Familiarity with commonly used English expressions in the daily life of native
speakers.

Module Learning
Outcomes

Al 32l el s e

By the end of this course, students will be able to:

1. Understand simple English texts
(from the beginner textbook and external passages) and identify the main idea
and key information.

2. Use basic general vocabulary along with simple engineering terms in short and
clear sentences.

3. Apply basic English grammar rules (such as simple tenses, pronouns, and
connectors) in writing and speaking.

4. Write short paragraphs and simple reports related to general or basic
engineering topics.

5. Communicate in simple and clear English in academic and basic engineering
situations (e.g., describing a device or a simple problem).

6. Listen to and understand simple instructions and conversations
related to study or basic engineering context.

Indicative Contents
Al Y il gl

These materials have been chosen for their importance to user interaction. They
consolidate learning from the pre-requisites and lay the foundations for further study,
particularly specialized English for all engineering fields.

The English Language specification offers a common core of analytical methods, topics
and skills that have proven value, set within a flexible program that allows colleges to
shape learning and teaching in ways appropriate to their contexts, and constituencies.
It has the additional benefit of being co-teachable with our associate professors even
when they are not specialized in teaching English, thus widening options for faculty

and students, ensuring that we are able to deliver a program of

study that is coherent and manageable.

2
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Learning and Teaching Strategies

aslaill g alasl] ilias) i

S . Assessment is based on hand-in assignments, written exam, Quizzes,
trategies Seminars, student participation in lectures.
Student Workload (SWL)
Lc).j.u\ \oiuwdww\Jﬂ\M\
Structured SWL (h/sem) 33 Structured SWL (h/w) )
Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) 1
Total SWL (h/sem) 50
Module Evaluation
2,3.;.»\ Jﬂ\ palall ("5‘5‘93
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (5) 7,10 LO#1-3]
Formative Assignments 4 20% (5) 3,6,14 LO#2-4
assessment Projects / Lab. - - - -
Report 1 10% (10) 12 0
Summative Midterm Exam 1 hr 10% (10) 9 LO#1-4
assessment Final Exam 3 hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)
bl o gl lgiall

Material Covered

Week 1 |Part of speech
Introduction — reading texts

e understanding texts and quotes

e identifying key information & keywords

Week 2 Unit 1

e Present tense
e Engineering vocabularies, and everyday English expressions

e Exercises and paragraphs about the engineering field

Week 3 Unit 2

e Present continuous
e Paragraph: engineering identity

e Engineering vocabularies and everyday English expressions

Assignment 1

Week 4 e Unit3
Grammar:
e Present perfect
e VerbToBe (am/is/are)
e Grammar: There is / there are
e Engineering vocabularies
e Exercises and paragraphs about the engineering field
Week 5

e Unit4 &5
e Grammar: there is/there are
e Pasttense

e Engineering vocabularies, and everyday English expressions

e Exercises and paragraphs about the engineering field
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e Assignment2
Paragraph: engineering projects

Week 6 |Quiz
Revision of unit 4&5

Week 7 [Unit6:

Grammar: past tense

Paragraph: engineering resources

Engineering vocabularies, and everyday English expressions

Week 8 |Unit7:
Grammar: future tense

Engineering vocabularies, specify and describing properties,

Reading: passage on engineering resources

Week 9 I\mip Exam

Week 10 |Unit 8:

e Grammar: future ( goingto)
e Engineering vocabularies, and everyday English expressions
e Exercises and paragraphs about the engineering field

e Paragraph: engineering fields

Week 11 |Unit 9:
Paragraph: Engineering design
Grammar: conditional sentences
Assignment 3

Week 12 Quiz

Revision

Week 13 |Unit 10:
Grammar: Passive voice
Can/can't
e Engineering vocabularies, and everyday English expression

Week 14 |Review of Unit 8,9,10
Assignment 4

Week 15 Istydents' report presentations

Week 16 [Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
DRl e V) Zleiall

Material Covered
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Learning and Teaching Resources
u»aﬁﬂb (‘Jaﬂ\ JJLAA

Available in the
Text
Library?
B e . Engineering English Handout (A course handout
prepared and compiled by Asst.Lect. Huda S. Munshid,
including basic engineering concepts, general
terminology, selected reading passages, and essential
grammar rules) Yes
e New Headway Plus
(Beginner Student's Book)
by John and Lz Soars,
Recommended Texts e English for engineers and technologists No
e Cambridge Professional English in Use
Websites https://www.ets.org/toefl.html
https://www.bbc.co.uk/learningenglish/
Grading Scheme
Group Grade i Marks (%) Definition
A - Excellent e 90 - 100 Outstanding Performance
B - Very Good s s 80 -89 Above average with some errors
Success Group -
(50 - 100) C - Good L 70 - 79 Sound work with notable errors
D- b gia 60 - 69 Fair but with major shortcomings
Satisfactory
E - Sufficient Jsie 50 -59 Work meets minimum criteria
Fail Group FX — Fail (Aaladll 28) ) | (45-49) More work required but credit awarded
(0-49) F — Fail ly (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

a3 @i eJlial) Jaaw (Ae) 391 9T AN AaBTI LDl ] +.0 e J&5 o 35 (a1 & ead] olodladl o585 @iaw 182>Dlo
Tl e doyall Cgudl O 5 end Y duslew daoladl s (08 ] 088 dedle )8 i L <00 J] 0£.0 ddle
el e gall GE Coyill O gSumw caduodl cnoeouandl b (e dgiandl lodlal) dusgll Jodazll 018 1)
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MODULE DESCRIPTION CATALOGUE

Module Information
dualy 1 B3Lal ologlas

Module Title Electrical Circuits Analysis Module Delivery
Module Type S Theory

[ Lecture
Module Code CYE12012 Lab
ECTS Credits 5 L Tutorial

O Practical
SWL (hr/sem) 125 O Seminar
Module Level 1 Semester of Delivery 2
Administering Department Cybersecurity College Engineering
Module Leader Ammar Isam e-mail ammarisam@kus.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor Asst.Lect. Maalim Q. Mohammed e-mail maalim.g.mohammed@kus.edu.iq
Peer Reviewer Name e-mail
IS)t:::tific Committee Approval 21/12/2025 Version Number 1.0

Relation with other Modules
6 DAY Agual 5l 3l gall ae 28D

Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents

LaliyYl lgisally phall 5L 9 Ayl B3l LIl

Module Aims

Gyl Baledl Colual

1. This course deals with the basic concept of electrical circuits.

2. This is the basic subject for all electrical and electronic circuits.

3. To understand voltage, current and power from a given circuit.

4. To develop problem solving skills and understanding of circuit theory through the
application of techniques.

5. To understand Kirchhoff's current and voltage Laws problems.

6. To perform mesh and Nodal analysis.

7. To perform Maximum Power Transfer and reciprocity theorems.

Module Learning
Outcomes

53lal) wlatll olory3en
Lwalyl

1- Recognize how electricity works in electrical circuits.

2- List the various terms associated with electrical circuits.

3- Summarize what is meant by a basic electric circuit.

4- Describe electrical power, charge, and current.

5- Define Ohm's law.

6- Identify the basic circuit elements and their applications.

7- Explain the two Kirchhoff’s laws used in circuit analysis.

8- Understanding Maximum Power Transfer and reciprocity theorems.

Indicative Contents
dolin Y wlgisad|

Indicative content includes the following.

Part A — Basic Concepts: -

Introduction, Charge and Current, Voltage, Power and Energy, Circuit Elements
[18 hrs.]

Part B - Basic Laws: -

Ohm’s Law, Nodes, Branches, and Loops, Kirchhoff’s Laws, Series Resistors and
Voltage Division, Parallel Resistors and Current Division, Wye-Delta Transformations
[15 hrs.]

Part C - Methods of Analysis: -

Nodal Analysis, Nodal Analysis with Voltage Sources, Mesh Analysis, Mesh Analysis
with Current Sources [12 hrs.]

Part D - Circuit Theorems: -

Superposition, Source Transformation, Thevenin’s Theorem, Norton’s Theorem,
Maximum Power Transfer [24 hrs. ]

Revision problem classes [6 hrs.]
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Learning and Teaching Strategies

1- Behavior management

Behavior management strategies foster an atmosphere of mutual respect,
reduce disruptive behavior and ensure students have an equal opportunity to
fulfill their potential in the classroom. It's crucial to provide them with both
a positive and productive learning environment. Examples include
establishing a reward system with an interactive chart where students move
up or down depending on their performance and behavior in class.

2- Blended learning

With a blended learning teaching strategy, technology is incorporated with
traditional learning. This allows students to work at their own pace, research
their ideas and become more physically engaged during lessons. Examples
include providing interactive tablets or whiteboards with engaging activities
and posting classwork online for easier access.

3- Cooperative learning

Group work is a cooperative learning strategy that allows students with
various learning levels to work together. By encouraging them to express
their own ideas and listen to others' ideas as a group, you help students
develop communication and critical thinking skills. Examples include
solving math puzzles together, performing skits as a team or working on
group presentations.

Strategies

4- Formative assessment

A formative assessment is used periodically to monitor student learning
incrementally. This can more effectively measure the process of learning as
opposed to end-of-unit tests and can help you to improve your teaching
methods throughout the year. Examples of this teaching strategy include self-
evaluation exercises and summarizing a topic in multiple ways.

5- Student-led teaching

The student-led teaching strategy lets students become the teacher. In a
classroom with learners at different levels, you can better engage those
learning faster by showing them how to teach and give feedback to their
peers. They may team-teach or work in groups to teach a new topic.
Examples include letting a student teach an entire lesson or having advanced
writers lead a peer-editing session as well as provide constructive criticism.
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Student Workload (SWL)
e sl V0 J o puna ltall il jall Jasl)
Structured SWL (h/sem) 63 Struct‘ured SWL (h/w) 8.2
dradll I CIlall plaiiall (guhyldl Jodd! b gausl IUal) @lasiadl gyl Jozxd|
Unstructured SWL (h/sem) g7 Unstructured SWL (h/w) 5.1

Total SWL (h/sem)

dwad)l s Il L?J&.H bl Jo! 125
Module Evaluation
Aol ) Bl
Time/Nu Relevant Learning
e Weight (Marks) Week Due R
Quizzes 1 10% (10) 5 LO#1,#4
Formative Assignments 2 10% (5) 4 and 10 LO #2, #3 and #8, #9
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 11 LO #5, #8 and #9
Summative Midterm Exam 1hr 10% (10) 7 LO#1-6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl zleiall

Material Covered

Week 1 Basic Concepts of Electrical Circuit
Week 2 Ohm’s Law

Week 3 Series Resistors and Voltage Division
Week 4 Parallel Resistors and Current Division
Week 5 | Short and Open Circuits
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Series-Parallel Networks

Week 6 Star-Delta Transformations

Week 7 Mid-term Exam

Week 8 Kirchhoff’s Laws

Week 9 Methods of Analysis: Nodal Analysis

Week 10 | Methods of Analysis: Mesh Analysis

Week 11 | Circuit Theorems: Superposition, Source Transformation

Week 12 Circuit Theorems: Source Transformation

Week 13 Circuit Theorems: Thevenin’s Theorem

Week 14 | Circuit Theorems: Norton’s Theorem, Derivations of Thevenin’s and Norton’s Theorems

Week 15 Circuit Theorems: Maximum Power Transfer Theorem

Week 16 | Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
iaall e gl el

Material Covered

Week1 | 714p1: Introduction to Lab. Equipment's and How to use Avometer

Week2 | Lab 2: How to measure DC Voltage, current, power and resistor

Week 3 Lab 3: Resistor Color Code

Week 4 Lab 4: Ohm's Law

Week 5 | Lab 5: Series, parallel and series- parallel circuits

Week6 | 1 4p 6: Divider Rules

Week 7 Lab 7: Star-Delta Transformations

Week 8 Mid-term Exam

Week9 | Lab 8: Kirchhoff’s Voltage and Current Laws

Week 10 | Lab 9: Nodal Analysis

Week 11 | Lab 10: Mesh Analysis

Week 12 | Lab 11: Superposition theorems

Week 13 | Lab 12: Thevenin’s theorems

Week 14 | Lab 13: Norton’s theorems

Week 15 | Lab 14: Maximum Power Transfer Theorem
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Learning and Teaching Resources
u.u..g‘).ﬁj\} (J’_\S\ J.Jb.a.q

Available in the
Text
Library?

% The raja, B. L. A Textbook of Electrical
Technology-Volume I (Basic Electrical
Engineering). Vol. 1. S. Chand Publishing,

Required Texts 2005. No

«» C.K. Alexander and M.N.O Sadiku,
Fundamentals of Electric Circuits, McGraw-
Hill Education, Fifth Edition, 2013

+ Allan H. Robbins and Wilhelm C. Miller,
Circuit analysis: Theory and practice,
Recommended Texts Cengage Learning, Fifth Edition, 2013. No

+* Nilsson, James William, Electric circuits,
Pearson Education India, 2008.

Websites
Grading Scheme

Group Grade il Marks (%) | Definition

A - Excellent el 90 - 100 Outstanding Performance

B - Very Good BEgevE 80-89 Above average with some errors
(S:(;:(fe:;o(;roup C - Good NVES 70-79 Sound work with notable errors

D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axlaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark

of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to

condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
duhyl 83ladl Ologlan

Module Title Cybersecurity Fundamentals Module Delivery
Module Type C Theory
Module Code CYE11014 O Lecture
O Lab
ECTS Credits 5 Tutorial
O Practical
SWL (hr/sem) 125 O Seminar
S ter of
Module Level 1 en.1es ero 2
Delivery
Administerin
& Cybersecurity College Engineering
Department
Module Leader Ali Abdulwahhab Mohammed | e-mail ali_abdulwahhab@kus.edu.iq
Modul
Module Leader’s odule
Professor Leader’s Ph.D.

Acad. Title

Qualification

Module Tutor Asst.Lect. Omer Salam e-mail omer.salam@kus.edu.iq
Peer Reviewer Name e-mail
Scientific Committee Version
21/12/2025 1.0
Approval Date Number

Relation with other Modules

6 DAY Agual 5l 3l sall ae 28D

Prerequisite module

None

Semester

Co-requisites module

None

Semester
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Module Aims, Learning Outcomes and Indicative Contents

45 Y1 il ginall g alail) il g Al Jal) salall Calaa

Module Objectives
Haud ) salal) Calaal

e Introduce the fundamental concepts of cybersecurity, including security goals (CIA
triad), assets, threats, vulnerabilities, risks, and basic countermeasures.

¢ Define and explain common cyber threat actors, motivations, and attack categories,
with emphasis on social engineering and phishing awareness.

e Explain core security principles used to design and protect systems, such as least
privilege, defense-in-depth, secure defaults, and reducing attack surface.

e Introduce the basic concepts of authentication and authorization, including password
security, multi-factor authentication, and access control models (e.g., RBAC/ABAC).

¢ Explain foundational cryptography concepts at an introductory level, including
hashing, encryption, digital signatures, and the purpose of secure communication (e.g.,
HTTPS/TLS conceptually).

¢ Define and describe common malware types and infection vectors, and explain
defensive endpoint security controls such as patching, antivirus, backups, and safe
configuration practices.

e Introduce basic network security concepts, including segmentation, firewall
principles, secure remote access (VPN concept), and common network-based risks.

e Develop basic practical skills in security awareness and defensive analysis, including
identifying suspicious messages, interpreting simple logs, and applying security
checklists in controlled scenarios.

e Introduce cybersecurity governance fundamentals, including qualitative risk
assessment, security policies and acceptable-use rules, incident reporting, and basic
incident response procedures.

Module Learning
Outcomes

Al pall 3alall aladl) s j3a

¢ Explain fundamental cybersecurity concepts and terminology, including security
goals (CIA triad), assets, threats, vulnerabilities, risks, and basic controls.

e [dentify and classify common cyber threat actors, motivations, and attack types,
including social engineering and phishing techniques.

o Apply core security principles (e.g., least privilege, defense-in-depth, secure
defaults, and attack surface reduction) to propose basic protection measures for simple
systems.
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¢ Differentiate and describe authentication and authorization mechanisms, including
password security, multi-factor authentication, and introductory access control models
(RBAC/ABAC).

e Explain foundational cryptography concepts, including hashing, encryption, and
digital signatures, and describe their use in securing data and communications (e.g.,
HTTPS/TLS conceptually).

¢ Describe malware categories and common infection vectors, and recommend
appropriate defensive endpoint security controls such as patching, backups, and safe
configuration practices.

¢ Explain basic network security concepts, including segmentation, firewall principles,
and secure remote access (VPN concept), and identify common network-related risks.

e Interpret simple security-related artifacts (e.g., basic logs, alert summaries, and
security checklists) to recognize suspicious activity in controlled scenarios.

e Conduct a basic qualitative risk assessment for a simple case study and outline
essential security policies, user awareness practices, and incident reporting/response
steps.

Indicative Contents
4ala LY il siaall

1. Introduction to Cybersecurity.
e Define asset, threat, vulnerability, risk, control.

e Explain CIA triad and give examples.

2. Cyber Threat Landscape and Social Engineering Fundamentals.
e Identify common attacker motivations and attack types.

e Recognize phishing/social engineering patterns.

3. Core Security Principles and System Weaknesses.
e Explain least privilege, defense-in-depth, attack surface, secure defaults.

e Apply principles to a small system.

4. Authentication basics.
¢ Distinguish authentication vs authorization.
e Describe MFA and why it helps.

e Explain password storage conceptually (hash + salt).

5. Access control.

e Basics of OS permissions ideas.

e Explain access control and least privilege in practice.
Describe RBAC vs ABAC using examples.

6. Cryptography concept.

e Differentiate encryption vs hashing vs digital signatures.
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symmetric vs asymmetric and usages.

Malware Fundamentals and Endpoint Protection.
Identify types of malware and common infection methods.

Suggest layered defenses for endpoints.

Midterm exam.

Network defense fundamentals.
Explain why segmentation matters.
Describe what a firewall does (allow/deny based on rules).

Explain VPN conceptually.

. Security Monitoring, Logging, and Intrusion Detection Basics.

Explain logs, events, alerts.
Distinguish IDS vs firewall.

Describe “baseline” and anomaly at a simple level.

. Software security literacy.

Explain why bugs become vulnerabilities.
Identify common software risk areas (input validation, auth, updates).

Understand “patch management” importance.

. Operating system security basics.

Explain hardening and secure configuration.

Identify basic OS controls (accounts, permissions, updates, services).

. Cloud & IoT security overview.

Explain shared responsibility model (high-level).
Identify typical IoT risks and basic mitigations.

. Cyber Risk Management, Security Policies, and Awareness.

Perform a basic qualitative risk assessment.

Understand policies/standards purpose.

. Incident response basics

Describe IR phases: prepare, detect, contain, eradicate, recover, lessons
learned.

Know what to do when an incident is suspected.
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Learning and Teaching Strategies

abeil) g alail) Cilia il sind

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in lecture discussions, while at the same time refining and

Strategies expanding their critical thinking skills. This will be achieved through classes and
interactive tutorials.
Student Workload (SWL)
Structured SWL (h/sem) 48 Structured SWL (h/w) 3
Juadl) JBA QlUall alaiial) ol ) Jasl) Lo sausl calldall aliiall asl 5l Jaal)
Unstructured SWL (h/sem) 7 Unstructured SWL (h/w) c
Jadll PUA QlUall alaiial) pe ol jall Jeall e sansl calldall aliiall pue ol Hall Jaal)
Total SWL (h/sem) 125
Juadll P llall S il jal) Jeadl

Module Evaluation
ds) )l saldl) e.usj
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (5) 5and 10 LO#1,2,10and 11
Formative Assignments 2 10% (5) 2and 12 LO#3,4,6and7
assessment Projects / Lab. 1 10% (10) Continuous
Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 1lhr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)
Lﬁ)u\ Lz,,_c.},\uY\ C\.@.Ld\

Material Covered

Week 1 Introduction to Cybersecurity.

Week 2 Cyber Threat Landscape and Social Engineering Fundamentals.

Week 3 Core Security Principles and System Weaknesses.

Week 4 Authentication basics.

Week 5 Access control.

Week 6 Cryptography concepts.

Week 7 Midterm Exam.

Week 8 Malware Fundamentals and Endpoint Protection.

Week 9 Network defense fundamentals.

Week 10 | Security Monitoring, Logging, and Intrusion Detection Basics.

Week 11 | Software security literacy.

Week 12 | Operating system security basics.

Week 13 | Cloud & loT security overview.

Week 14 | Cyber Risk Management, Security Policies, and Awareness.

Week 15 | Course Integration and Review.

Week 16 | Incident response basics + course review.

Learning and Teaching Resources
L).\;:a)ﬂ\} (-Ja;m JJLAAA

Text

Available in the Library?

Computer Security Principles and Practice, by William

Distributed Systems, 2020

Required Texts ] . No
Stallings and Lawrie Brown, 5th Ed., 2024
Cybersecurity Essentials" by Charles J. Brooks,

Reference Book No
Christopher Grow, and Philip Craig., 2018
Security Engineering: A Guide to Building Dependable

Reference Book No

Websites
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Grading Scheme

Group Grade pracul Marks % | Definition

A - Excellent Dkl 90-100 Outstanding Performance

B - Very Good [SENRTEN 80 -89 Above average with some errors
(S:(;:tielsgoG)roup C - Good i 70-79 Sound work with notable errors

D - Satisfactory das 5ia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 08) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION CATALOGUE

Module Information
Loyl B3ledl Lo glas

Module Title Computer Programming Module Delivery
Module Type C Theory

] Lecture
Module Code CYE11015 Lab
ECTS Credits 7 - Tutor.lal

L] Practical
SWL (hr/sem) 175 ] Seminar
Module Level 1 Semester of Delivery 2
Administering Department Cybersecurity College Engineering
Module Leader Samer Kais Jameel e-mail samer.kais@kus.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor Asst. Lect. Eman Khalid e-mail eman.khalid@kus.edu.iq
Peer Reviewer Name e-mail E-mail
Scientific Committee Approval 21/12/2025 Version Number 10
Date

Relation with other Modules
S5 &yl Slgall ao 3Nl

Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents
LalayYl Olgizally elatdl gl g Ayl Balall Gl

Module Objectives e Gain asolid understanding of the basic principles, syntax, and structure of the

aaly ] BaL) Gl C++ programming language.

e Develop the ability to write and compile C++ programs, including
understanding the use of variables, data types, and operators.

e Learn how to use control structures, including if-else statements, loops
(while, for, do-while), and switch statements, to control the flow of a

program.
Module Learning On successful completion of the module, students will be able to:
Outcomes e Explain the basic concepts and features of C++.

e Describe the underlying memory model and explain the role of the
eyl B3lod) @hadl x50 execution stack and the heap.

e Make effective use of the C++ Standard Template Library.

e Make effective use of the control structures.

Introduction to computer programming

Introduction to C++ Programming
Indicative Contents

C++ Standard Library
oty lgiol!

Control flow in C++

Memory Management in C++

C++ Application Development

Learning and Teaching Strategies

oalatlly elazdl Solazmsilal

Conceptual Understanding:
Strategies Hands-on Practice

Code Review and Feedback
Problem-Solving Exercises

Student Workload (SWL)
LC—y.w\ Vo) P g0 g,JLb.U stb...\.]\ L,Lo::.ﬂ

Structured SWL (h/sem) 63 Structured SWL (h/w) 4
dratll I CJal) alaiall gelyll Jax) e gl Ul ol gl Jox
Unstructured SWL (h/sem) 112 Unstructured SWL (h/w) 75
dratll P Jal) plaiall 8 gyl Joxxl e goal Ul platiall g8 oyl Jaxl
Total SWL (h/sem) 175
il g5 Ll K eyl Jar
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Module Evaluation

Ayl )] B3 Lo ot

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (5) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (5) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 1lhr 10% (10) 7 LO #1-#7
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 |Introductionto programming languages and C++
Structured Programming, Features of C++, Program Structure.
Week 2 |Algorithm and flowchart.
Definition of Algorithm, Definition of Flowchart, Examples.
Week 3 |C++ Data types
Data types, Variables, Constants, and keywords
Week 4 |C++ User Input and Output
Week 5 |C++ Operators -part 1
Arithmetic operators, Bitwise operators
Week 6 [Ct++ Operators - part 2
logical operators, and Relational operators
Week 7 |Mid-term Exam
Week 8 |C++ Strings
Ways to Define a String, Take String Input, String Concatenation, and Append.
Week 9 |C++ conditions- part 1
If /else statement, if...else if...else Statement.
Week 10 | C++ conditions- part 2
Switch statement
Week 11 |Loops- part 1
Use of Loops, For Loop, , Infinite Loop.
Week 12 |Loops- part 2
While Loop, Do while loop
Week 13 [Break and Continue statements
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Week 14 |C++ Array
Array Declaration, Access the Elements of an Array, Array Initialization, Array with Empty Members,
Change an Array Element, Loop through an Array.
Week 15 |Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1 ([Introduction to C++ environment
Week 2 [C++ Libraries
Week 3 |Data types, Variables, Constants, and keywords
Week 4 [C++ User Input/output
Week 5 |C++ Operators- partl
Week 6 [C++ Operators- part2
Week7 [Mid-term Exam
Week 8 |[If condition
Week 9 [Switch condition
Week 10 [For loop
Week 11 |While loop C++
Week 12 |Do-while loop
Week 13 Break and Continue statements
Week 14 |Arrays.
Week 15 [Preparatory week before the final Exam
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Learning and Teaching Resources
wf).&ﬂb plxﬂ\).)l.,a.n

Text Available in the Library?

. The C++ Programming Language (4th Edition) by Bjarne

Required Texts No
Stroustrup
Recommended 1. Tour of C++, A (C++ In-Depth Series) 2nd Edition.
T Stroustrup, B. (2022). A Tour of C++. Addison-Wesley
exts .
Professional.

2. C++ templates: the complete guide.
Vandevoorde, D., & Josuttis, N. M. (2002). C++
templates: the complete guide. Addison-Wesley
Professional.

https://www.learncpp.com/

bl https://www.w3schools.com/CPP/default.asp
Grading Scheme

Group Grade il Marks % | Definition

A - Excellent el 90 - 100 Outstanding Performance

B - Very Good [KCNVES 80-89 Above average with some errors
;SSuOCfe:;;roup C - Good d> 70-79 Sound work with notable errors

D - Satisfactory bugia 60 - 69 Fair but with major shortcomings

E - Sufficient Jgue 50-59 Work meets minimum criteria
Fail Group FX - Fail (4l W) sl (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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